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O
Nodes sensors (motes)

*Un node sensor es basa en un microcontrolador, un ordinador minim de consum i preu molt
baix.

* L'ordinador minim monitora un o més sensors. Hi ha tot tipus de sensors: sensors de
temperatura, llum, so, posicio, acceleracio, vibracio, estres, pes, pressio, humitat, etc.

* L'ordinador minim es connecta al mon exterior amb un enlla¢ de radio. Els enllacos de
radio més comuns permeten que un node sensor transmeti a distancies per sota dels 100
metres. El consum d'energia, la grandaria i el cost son les barreres per a poder assolir
distancies més llargues. Es un concepte fonamental que els nodes sensors siguin de mida
petita (i un cost mindscul associat), per tant, la part de radio també és petita i de baixa
potencia. Les tecniques per a superar I'abast de 100 metres sacrifiquen caracteristiques com la
freqiiencia de mostratge (cada quan es fa una lectura del sensor o conjunt de sensors).


https://www.binefa.com/index.php/Nodes_sensors_(motes)_i_passarel%C2%B7les_(gateways)_IoT_(22_de_mar%C3%A7_de_2022)

Placa |oT-02

Introducci6 a la placa 10T-02
Introduccion a la placa 10T-02

Video introductori a la placa 10T-02
Video d’instal-lacio de les eines de programacio del microprogramari (firmware)


https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/iot02_00_ca.pdf
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/iot02_00_es.pdf
http://rebost.binefa.cat/iot/videos/01_Intro_placa_IoT-02_es.mkv
http://rebost.binefa.cat/iot/videos/02_IDE_Arduino_ESP32_es.mkv

O
Acces a un dispositiu sense sistema operatiu

-
—_—

: =

Accés a la placa des del navegador:

domini.cat:7007

domini.cat:7007
10.242.156.149:7007
localhost: 7007

LAN

10.242.156.158:5001 .
192.168.1.175:5001 192.168.1.151
localhost:5001 192.168.1.151:80



https://www.binefa.com/index.php/Acc%C3%A9s_remot_a_dispositius_sense_sistema_operatiu

O
Acces a un dispositiu sense sistema operatiu (web)

& 192.168.1.223/L * | @ 10.242221.127:5001/L x ! @ formacio.things.cat:3007 x
r = C A Nosegur | 192.168.1.223/L
VPN \El
a * Click here to turn the white LED on 1oT-02 board on.
; domini cat7007 Click here to turn the white LED on IoT-02 board off.
— —

domini.cat:7007
10.242.156.149:7007
localhost:7007

i
sEH
np i,
10.242.156.158:5001
192.168.1.175:5001
localhost:5001

A la placa 10T-02 (basada en ESP32):

Codi comprimit del control d’'un led via web: 10T-02_wifi_01_simpleWiFiServer.zip
Visualitzacio del codi: 10T-02_wifi_01_simpleWiFiServer.ino

/dev/ttyUSBO

192.168.1.151
192.168.1.151:80

Connecting to CASTELLA40_2G
WiFi connected.

IP address:

192.168.1.223


https://www.binefa.com/index.php/Acc%C3%A9s_remot_a_dispositius_sense_sistema_operatiu
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/IoT-02/IoT-02_wifi_01_simpleWiFiServer.zip
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/IoT-02/IoT-02_wifi_01_simpleWiFiServer/IoT-02_wifi_01_simpleWiFiServer.ino

O
Acces a un dispositiu sense sistema operatiu (web)

& 192.168.1.223/L ®» | @ 10.242.221.127:5001/L X | @ formacio.things.cat:3007 x
i < C A Nosegur | 10.242.221.127:5001/L
VPN El
==5 Click here to turn the white LED on [oT-02 board on.
i itohticto Click here to turn the white LED on [oT-02 board off.
-~

domini.cat:7007
10.242.156.149:7007
localhost:7007

pi@raspberrypi:~/bin/iot@2proxy $ cat simple-port-forwarding.js
// npm install http-proxy

o nn 0o B
10.242.156.158:5001

192.168.1.175:5001
localhost:5001

var httpProxy = require('http-proxy');

var targetHost = '192.168.1.223";

var portOrigen = 80;

var portDesti = 5001;

httpProxy.createProxyServer({target: 'http://' + targetHost + ':' + portOrigen}).listen(portDesti);

192.168.1.151
192.168.1.151:80

pi@raspberrypi:~/bin/iot02proxy $%$ sudo netstat -atpun | grep 5001
tcpb 2] @ :::5001 .

LISTEN 3873/node
pi@raspberrypi:~/bin/iot@2proxy % I

A la Raspberry Pi:
Codi del redireccionador de ports (placa: 80, RPi: 5001): simple-port-forwarding.js


https://www.binefa.com/index.php/Acc%C3%A9s_remot_a_dispositius_sense_sistema_operatiu
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/proxy/simple-port-forwarding.js

O
Acces a un dispositiu sense sistema operatiu (web)

& 192.168.1.223/L x | & 10.242.221.127:5001/L X | @ formacio.things.cat:3007 x

< C A Nosegur | formacio.things.cat:3007/L >

3 Click here to turn the white LED on [oT-02 board on.
i itohticto Click here to turn the white LED on [oT-02 board off.

domini.cat:7007
10.242.156.149:7007
localhost:7007

jordi@vps-10d8edcd:~/bin/intermediari$ cat simple-port-forwarding-@2.js
// npm install http-proxy
// https://gist.github.com/sqren/2d963%ad228ccb051a%9da752c8c70cH6

10.242.156.158:5001
192.168.1.175:5001
localhost:5001

var httpProxy = require('http-proxy');
var targetHost = '10.242.221.127';

192.168.1.151
192.168.1.151:80

var portOrigen 5001;

var portDesti = 3007;

httpProxy.createProxyServer{{target: 'http://' + targetHost + ':' + portOrigen}).listen{portDesti);
jordi@vps-l0dSedcd:~/bin/intermediari$ sudo netstat -atpun | grep 3007

tcpb 0] 0 :::3007 HHH LISTEN 14820/node

jordi@vps-10d8edcd:~/bin/intermediaris$ I

Al VPS:
Codi del redireccionador de ports (RPi: 5001, VPS: 3007): simple-port-forwarding-02.js


https://www.binefa.com/index.php/Acc%C3%A9s_remot_a_dispositius_sense_sistema_operatiu
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/proxy/simple-port-forwarding-02.js

Accés a un dispositiu sense sistema operatiu (MQTT)
(v e

‘:;i MAC | to [ETEREELG]

[ MQTT unsub (Broker (fopicMac
| MQTT disconnect (broker

DT:MAC to @

" () ElEp

| MQTT unsub (broker: (topicMac

et unc o 2D

| set topcLaan | to (join [ (WAC) T

| sat opLacr | to (Goin [ (MAC) [ET

[ 52t topcreov | to (oin ll (MAC B% |

| set topcteds | to (join [l (MAC. T8 |

| set. topcttcngReiay | to (join ll (MAC

input names: (#:1 (ae:2

[E 0P remau-cl boté- 100 sbansdsdamanariaMAC R TR 2 i)

| marT pub reker: (oin W (iiAc
Join W (MAC [ marT pub GGroker (oin l (WA

8
&
&
a
=

|7u_qrr pub (Broker

| MQTT pub (Braker) (opicteaw) [ | MQTT pub (Braker) (iopictatchingRetay) [ | MQTT pub (Broker (fopicteda) [

| MQTT pub (Broker: (fapicteaw @ [MQTT pub (Broker: (topiclatehingRelay) @ [MQTT pub (Broker (iopictede) [
| MoTT pub (Breker (Goin ll (MAG) | ETTaET | MEET]

| MQTT pub (Braker (foln I (MAC

Snap! (sense SSL) e s s GRS
A Snap! (Codi de prova MQTT): mqttProvaMTDI.xml
A la placa 10T-02 (Codi de prova MQTT): 10T-02_mqtt_json.zip

Introduccié a MQTT



https://github.com/pixavier/mqtt4snap
http://extensions.snap.berkeley.edu/
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/snap/mqttProvaMTDI.xml
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/IoT-02/IoT-02_mqtt_json.zip
https://www.binefa.cat/IoT/teoria/mqtt_00.pdf

O —
Acceés a un dispositiu sense sistema operatiu (API)

maqit
[get] /mqtt bridge

msg.payload
msg.payload

response http (200)

http:/fformacio.things.cat.2226/mqtt ?topic=/7 C3EBDEASBA0edW&&payload=1

http:/fformacio.things.cat. 22 26/mgqtt ?topic=/7 CO9EBDEASBA0AedWé& &payload=0
< C A Nosegur | formacio.things.cat:2226/mqtt?topic=/7CIEBDEASBAO/ledW&&payload=0
Tema: /7TCY9EBDEASBAO/ledW, missatge: 0
= C A Nosegur | formacio.things.cat:2226/mqtt?topic=/7CIEBDEASBAO/ledW&&payload=1
Tema: /7TCO9EBDEASBA(/ledW, missatge: |

A NodeRED (Flux API HTTP - MQTT): flowApiHttpMqtt.json
A la placa 10T-02 (Codi de prova MQTT): 10T-02_mqtt_json.zip


https://github.com/pixavier/mqtt4snap
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/nodeRed/flowApiHttpMqtt.json
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/codis/IoT-02/IoT-02_mqtt_json.zip

Tunel SSH Invers

Port E‘EEE
Corporate Network Raspberry Dropbox  Corporate Firewall Public SSH Server Attacker

Implementacio d'un tunel SSH invers



https://www.binefa.cat/IoT/RPi/tunelSshInvers_RPi.pdf

O —
Connexio remota a una Raspberry Pi

Practica de connexio remota a una Raspberry Pi

................

Comunicacions amb Raspberry Pi


https://wiki.binefa.cat/index.php?title=Pr%C3%A0ctica_de_connexi%C3%B3_remota_a_una_Raspberry_Pi
https://www.binefa.cat/RPi/20170311_01.pdf
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https://en.wikipedia.org/wiki/File:Wireless_mesh_network_diagram.jpg

/Z-\Wave

Home Control

Remote Home
F"l— - Management and

Energy T Monitoring
Conservation ll =

X e
5 lﬁ‘{*_ﬂ [f wnvs‘ a" @
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Comfort and Convenience

https://z-wavealliance.org/



Zigbee

Computer

Metworked lock wireless diagram
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https://www.microchip.com/en-us/products/wireless-connectivity/zigbee#

O
ESP-WIEI-MESH &) ESPRESSIF

ESP-WIFI-MESH is a wireless communication network with
nodes organized in a mesh topology using the simultaneous
AP-STA feature on Espressif SoCs. It provides a self-
forming and self-healing network, with ease of deployment.
The network topology of ESP-WIFI-MESH can scale up to
1000 nodes in large areas, without requiring any specific Wi-
Fi infrastructure support. ESP-WIFI-MESH can also be used
to cover Wi-Fi blind spots in home-deployment scenarios
where the Wi-Fi signal cannot be reached.


https://www.espressif.com/en/products/sdks/esp-wifi-mesh/overview

O
ESP-WIEI-MESH &) ESPRESSIF



https://www.espressif.com/en/products/sdks/esp-wifi-mesh/overview

ESP-WIFI-MESH &) ESPRESSIF

No Extra Gateways Required

IP Connectivity

Typically other mesh networks require additional mesh infrastructure
equipment to cover wider areas. ESP-WIFI-MESH does not require any
additional equipment to form a network. It also scales well with a low-

All the nodes in the ESP Mesh network can get IP connectivity and
communicate both with each other and the external world. The internet

access of these nodes is provided by a root node acting either as a NAT
capacity Wi-Fi access point, since the access point is completely unaware or a bridge.

of the existence of ESP-WIFI-MESH nodes.


https://www.espressif.com/en/products/sdks/esp-wifi-mesh/overview

—
Network Address Translation (NAT)

Network Address Translation (NAT) is an Internet standard that enables a local-area
network (LAN) to use one set of IP addresses for internal traffic and a second set of

addresses for external traffic. Developed by Cisco, the NAT process relies on a
device (usually a router) to make all necessary IP address translations where the LAN

meets the Internet.

NAT serves three practical purposes:
* To provide a type of firewall by hiding internal IP addresses
* To enable a company to use more internal IP addresses

* To allow a company to merge multiple ISDN connections to
form a single Internet connection


https://www.webopedia.com/definitions/nat/

STATION

Router _
(ACCESS POINT) 4
Access Point Range °0 Ay 0!

STATION



https://embedgyan.wordpress.com/2020/11/19/esp-mesh-with-esp32-and-esp8266-getting-started-painless-mesh-library/

ESP-WIFI-MESH &) ESPRESSIF

b ER

62, :
1005.22'\}

,

LI LLLLLT )

-
-
-
-
-
-
-
-
-
.
-
-
-

json =

[ "node"™ : 2,
"temp™ : 20,
"hum™ : 56, &
"pres” : 1005.15 } -—


https://embedgyan.wordpress.com/2020/11/19/esp-mesh-with-esp32-and-esp8266-getting-started-painless-mesh-library/

O
ESP-NOW &) ESPRESSIF

ESP-NOW is yet another protocol developed by
Espressif, which enables multiple devices to
communicate with one another without using Wi-Fi. The
protocol is similar to the low-power 2.4GHz wireless
connectivity that is often deployed in wireless mouses.
So, the pairing between devices is needed prior to their
communication. After the pairing is done, the connection
IS secure and peer-to-peer, with no handshake being
required.


https://www.espressif.com/en/products/software/esp-now/overview

ESP-NOW &) ESPRESSIF
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Access web server to Access web server to
monitor sensor readings monitor sensor readings



https://randomnerdtutorials.com/esp8266-esp-now-wi-fi-web-server/

ESP-NOW

Board 1

int readingld;

ESP-NOW

Board 2

float temp;

int readingld;

CRCRCRCRCRCR-N
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e (LI
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8§ o

Temperature  Humidity
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https://randomnerdtutorials.com/esp8266-esp-now-wi-fi-web-server/

-
ESP-NOW & ESPRESSIF

@ ESP-NOW DASHBOARD ®x o+

c‘ient (browser) Server (ESPSZGG) < C A Notsecure | 192.168.1.100 * » § :
ESP-NOW DASHBOARD

@ BOARD #1 - TEMPERATURE

: . . __ a
1) [ EventSource ] Open event stream HRTE T

(/events) ) .

.n l c. § BOARD #1 - TEMPERATURE
2) Receive new
sensor readings

4)[ addEventListener ](_\3&/ 1 AN 2T

/new_readings :
Unew. £5) “new_readings”

@ BOARD #2 - TEMPERATURE : 2‘] ,57 OC

ESP-NOW
Y
5) Update web page fl
(new sensor readings) - .
Temperature iz 1 BOARD #2 - TEMPERATURE

%

Humidity

21.44°C

Amb ESP32: https://microcontrollerslab.com/esp32-esp-now-tutorial-arduino-ide/


https://randomnerdtutorials.com/esp8266-esp-now-wi-fi-web-server/
https://microcontrollerslab.com/esp32-esp-now-tutorial-arduino-ide/
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Algunes passarel-les loT

Third-party System Application

a n
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\ |
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Third-party App Application

= Ul == 5
N L . . =
y & a0
.--.V .[. EE Door sensor Smoke sensor Smart lock
AWS loT Core
— Vo)

(o]
=7, R {i,ﬁ‘%\fh
. | ]
N O N L
' Motion sensor Smart plug Temp

The loT application gateway is mainly customized for each application and system. It can be
used out of the box without any configuration. Customers can choose their familiar App/system
and the corresponding gateway.


https://www.dusuniot.com/iot-app-gateway

O —
Algunes passarel-les loT

Gateway Products

Home Assistant
Gateway

ThingsBoard loT
Gateway

AWS Edge
Computing Gateway

Z-wave+Z-ware
Gateway

\‘E'.'/i

Jeedom Smart
Gateway

e

Indoor Hotspot
Miner

o --r-nu.-}
S

openHAB Home
Automation Gateway

Node-RED Edge
Computing Gateway


https://www.dusuniot.com/iot-app-gateway

Algunes passarel-les loT

Technical Specification

CPU ARM Cortex-A7, 1.2GHZ

System Linux 11

RAM 1GB a

Flash 8GB eMMC POWER
Connect it to the
power adapter.

Power Input: DC 12-48V

Fully Industrial-grade Design

From processor chip, memory chip to communication module
and power supply terminal, the product adopts strict industrial
grade standards. Meeting industrial grade on indexes including

POWER

(o)
(e)

EMC grade 3, IP30, Aluminum alloy housing, wide operating
temperatures, the gateway is solid and durable to withstand

the harsh environmental conditions of industrial sites

Powerful Edge

Computing Capabilities

ARM Cortex-A7 processor, 1.2GHz main frequency, up to 1GB
DDR3 RAM, and 8GB eMMC FLASH give the gateway powerful
edge computing capabilities to perform data optimization, real-
time response, agile connection, smart applications, security

and privacy protection at the loT edge, and effectively reduce

the workload of cloud-end computing

DC 12-48V

@

WAN PORT

LAN PORT

Connect multiple
devices with port

Connect to internet
gith WAN port,

LS1021
Cortex A7
1.2GHZ



https://www.dusuniot.com/iot-app-gateway/greengrass-edge-computing-gateway

e —
LPWAN

Conceptes de les LPWAN (Low Power Wide Area Network)

High BW

Medium BW

Low BW

802.11ac
802.11ad

802.11a
802.11b
802.11g

B BlueTooth _I,
BLE ) i

802.15.6
E 802.15.3 _/

Short Range

Medium Range

Long Range

Geographical

Coverage, Penetration

Transmission

Range

Power
Consumption

Latency

Number of
Base Stations

Radio
Subscription Costs

Bandwidth

Radio Chipset
Costs


http://indigoo.com/dox/itdp/12_MobileWireless/LPWAN.pdf
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/LPWAN.pdf

Protocol Wize

The Wize technology is based on the 169 MHz frequency and has been used for more than 10 years for
smart metering by water and gas companies. The technology has shown outstanding performances
especially in terms of indoor radio penetration. This makes it perfect for loT applications in urban settings
where walls typically mitigates the spread of other radio communications.

Most importantly, a network of 7 million devices has already been deployed around Europe and there will

be 20 million by 2025!

Based on a robust and reliable standard EN-13757 - Wireless M-Bus

Able to reach over long distance, up to 20 KM

Extremely low-power consumption: up to 20 years of battery life with 1 message/day
Bidirectionnal with over the air programming

Deep indoor radio penetration

Flexible solution: No chip lock-in, no telco lock-in, possibility to use existing network or
create new ones

Frequency

Bandwidth

Max data rate

Max message/day

Max payload length

Handover

169 MHz, free to use and open in the EU.

75 KHz - 6 chanels of 12,5 KHz.

2400 bits/s, or 4800 bits/s or 6400 bits/s,

depending on the modulation.
No limit.

256 octets - uplead & download - 104
octets recommanded.

No.

Handover: In cellular telecommunications, handover, or handoff, is the process of transferring an ongoing call or data session from one

channel connected to the core network to another channel.


https://www.allwize.io/wize-protocol

Passarel-la Wize

Description:

The AllWize 1 is a Wize-to-WiFi gateway to be used in industrial
environments, mounted in DIN rail, to implement the gateway
functionality. With the AllWize 11 you can send the data from your Wize
devices to the cloud or send remote commands and configurations to your
Wize devices, over your local WiFi network. Using the Arduino programing
interface you can configure the WiFi network parameters and connect with
loT Cloud solutions using the MQTT and RESTful APls.

Box content:
o 1 xAllWize 11 in a box
o 1 x Wize compatible -1 dBi 169 MHz SMA antenna

PR T ugE

Wize-to-WiFi
Industrial
Lite Gateway

L

|
| Allwize 11

Technical features:
o Wize radioc transceiver embedded
o 802.11 b/g/n protocol embedded, Wi-Fi Direct (F2P), with

integrated TCP/IP protocol stack; +19.5dBm output power in
802.11b mode

o SMA antenna connector for a -1 dBi VHF 169 MHz antenna

o Accessible buses and digital & analog ports, in case connecting

UNO form-factor shields, sensors or actuators in needed in the

gateway itself

o 5V power supply over uUSB, which can be used as programming

interface as well

o 9to 24V power supply over power jack

Pont entre Wize i MQTT: https://wiki.allwize.io/mqtt_bridge.html


https://www.allwize.io/product-page/i1
https://wiki.allwize.io/mqtt_bridge.html

O
Definicido de handover | gRPC

Handover: In cellular telecommunications, handover, or handoff, is the
process of transferring an ongoing call or data session from one channel
connected to the core network to another channel.

gRPC is a modern open source high performance Remote Procedure
Call (RPC) framework that can run in any environment. It can efficiently
connect services in and across data centers with pluggable support for
load balancing, tracing, health checking and authentication. It is also
applicable in last mile of distributed computing to connect devices,
mobile applications and browsers to backend services.


https://lora-alliance.org/
https://grpc.io/
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https://www.sigfox.com/

O
Protocol LoRaWAN

End-Devices
Gateway Network Application

. Server Server

J Sub-GHz RF ~

1
c - °
2 AW\ _ =
L Network Session Key (NwkSKey) [ 1 %.
e LAY 3
Data < Application Session Key (AppSKey) Data

Presentacié LoRaWAN


https://lora-alliance.org/
https://www.binefa.cat/IoT/lora/lorawan/lorawan01d.pdf

O
Reenviadors de paguets LORaWAN (packet forwarder)

El reenviador de paquets €s un programa que s’executa a I'amfitrio d’'una passarel-la LoRa
Reenvia el paquets de radio rebuts per la passarel-la a traves d’un enllac IP/UDP
Emet paquets de radio, tramesos per un servidor, a la passarel-la

També pot trametre un senyal de sincronitzacio per a tots els nodes de la xarxa

I .- v CUPS Protocol
GPS (optional) p ) =— HTTPS —= CUPFS
Alguns reenviadors de paquets: _ 2|2 %J . 2
« SemTech UDP Packet Forwarder y == 3]%]3!
. . ' 9 E ! LNS Protocol LNS Servi
* LoRa Basics Station LoRa Concentrator | «— Sp| —» ! ' +— WSS —= Discc?rgrl;e
» ChirpStack Gateway Bridge C < [RESRESERSRERS
i ' LNS Data
* LORIOT : 0s : Endpaoint
- LoRa Gateway Hardware i 1I.0Fla Basics™ Slatlorr B Backend Services i


https://lora-alliance.org/
https://github.com/Lora-net/packet_forwarder
https://doc.sm.tc/station/
https://www.chirpstack.io/gateway-bridge/
https://www.loriot.io/

Servidor de xarxa LoRaWAN — Loriot

SECURITY

MANAGEMEMT INTEGRATIONS

SCALABILITY OPERATOR

INDEPENMDEMCE

LORAWAN GATEWAYS APPLICATION SERVER AFPPLICATIONS

LORIOT
NETWORK SERVER



https://www.loriot.io/

Servidor de xarxa LoRaWAN — Helium

Es bonifica I'is amb criptomoneda HNT

Welcome to

Helium Explorer

Hotspots
659.328 ___—

1.275.463 $21.89

04 -3.12%
DC Spent (30d) ® HNT Staked ©®
445.33 bn 35.64M
$4,453,296.11 $780,159,600.00
Total Beacons Validators

122.982.321 3.564



https://explorer.helium.com/

O —
Servidor de xarxa LoRaWAN — ChirpStack

The ChirpStack open-source LoRaWAN
Network Server stack provides open-
source components for LoRaWAN

networks. Together they form a ready-to- o .
use solution including an user-friendly Do — -
web-interface for device management o ) Z e

and APIs for integration. The modular o S .
architecture makes it possible to

integrate within existing infrastructures. oo

All components are licensed under the B e

MIT license and can be used for
commercial purposes.

ChirpStack. Getting started with LoRaWAN


https://www.chirpstack.io/
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/Eclipse-IoTDay2020Grenoble-brocaar.pdf

S —
Servidor de xarxa LoRaWAN — The Things Network

De TTNvZ2 a TTSv3 (TTN: The Things Network, TTS: The Things Stack)

thethingsnetwork.org

THE THINGS

NETWORK Learn Hardware Forum Community Conference Enterprise Login
V.
A g ,
i I ‘:',’,_ & ; 4
|"|’t.;.‘o:;:%fﬁ:" i A
i‘ ‘o. 1
& ?.';':i'!;n .
We are a global collaborative T J
L |
Internet of Things ecosystem that ' !
creates networks, devices and 1 . |
N . =
solutions using LORAWAN®. ' \
g,



https://www.thethingsnetwork.org/

LoRaWAN — The Things Network

Cobertura recollida a ttnmapper (tan sols compta qui duu un mapper TTN)
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https://ttnmapper.org/

-
Passarel-la LPS8. LoRaWAN Pico Station &¥ ormaino

OVERVIEW:

The LPS8 is an open source LoRaWAN Gateway. It lets you bridge LoRa wireless network
to an IP network via WiFi or Ethernet. The LoRa wireless allows users to send data and reach
extremely long ranges ot low data-rates.

The LPS8 uses semtech packet forwarder and fully compatible with LoRaWAN protocol.
It includes a SX1308 LoRa concentrator, which provide 10 programmable parallel demodulation
paths.

The LPS8 supports LoRaWAN station connection. It is compatible with the AWS-loT LoRaWAN Core.

LPS8 has pre-configured standard LoRaWAN frequency bands to use for different countries.
User can also customized the frequency bands to use in their own LoRa network.

Specifications:

LoRa Interfaces:

1 x SX1308 + 2 x 1257 LoRa Transceiver
Max Output Power: 20dBm

Sensitivity: -140dBm

General Interfaces:
10M/100M RJ45 Ports x 1

1 x 2.4G WiFi (802.11 bgn)

1 x USB host port

1 x USB Type C port for power
Power Input: 5v, 2A

Features:

Open Source OpenWrt system

Support Semtech UDP packet forwarder

Support LoRaWAN Station Connection
Managed by Web GUI, SSH via LAN or WiFi
LoRaWAN Gateway

Emulates 49x LoRa demodulators

10 programmable parallel demodulation paths

Auto-Provisioning

Remote Monitoring

Applications:

Smart Buildings & Home Automation
Logistics and Supply Chain Management
Smart Metering

Smart Agriculture

Smart Cities

Smart Factory



https://www.dragino.com/downloads/downloads/LoRa_Gateway/LPS8/LPS8_LoRaWAN_Gateway_User_Manual_v1.3.2.pdf

Passarel-la LoRaWAN MultiTech MULTITECH(@®)

HARDWARE SPECIFICATIONS

Mobile Network Operator European Metwork Operators
Cellular Performance 4G - LTE Category 4 IG-HSPA+
Cellular Fallback 3G - HSPA+, 2G - GPRS 2G - GPRS
4G: B1(2100), B3(1800), B7(2600),
BB(Q%O} B}ZO(éOO) éZEFE(?OO)) 3G: BS-O;.#’ 900:; 1700 Non-Cellular
: 3 (AWS) /1900 / 2100
Frequency Band (MHz) 3G: BI(2100), B3(1800), BE(900)
2G: 850 /900 /1800 / 1900
2G: B3(1800), BE(900)
Up to 150 Mbps peak downlink Up to 100 Mbps peak downlink
Packet Data (| TE.FRD) Up to 50 Mbps peak uplink Up to 50 Mbps peak uplink
Input Voltage 9 VDC 1.7A input provided to 100 - 240 VAC 50/60 Hz external adaptor or fused DC Power Cable
ARMS processor with 32-Bit ARM & 16-Bit Thumb instruction sets
Processor & Memory * 400 MHz * 16K Data Cache + 256 MB Flash Memory
+ 16K Instruction Cache + 128X16M DDR RAM
Wi-Fi/Bluetooth Wi-Fi: 80211abng (2.4 & 5 GHz)
(-247 models) Bluetooth: Classic 41 and BLE
GMNSS for LoRa Packet Time Stamplng
. . GPS/GNSS Concurrent GNSS connections: 3
M u ItITech Cond u |t® GNSS Systems Supported: (default: concurrent GPS/QZS5/SBAS and GLONASS)

mPower models: PWR (Power), STATUS (Power Status), LS (Link Status),

e CD (Carrier Detect), SIGNAL (Signal Strength)

MTCDT-L4E1-246A-868-EU-GB

LoRa Specifications (-868 models)

94557602LF

LTE Cat 4 mPower Programmable Gateway 8-channel, 868 MHz, GNSS w/MTAC-LORA-H-868 mCard and EU/GB Loha Frequency:Band 868 MHz
Accessory Kit (Europe) LoRa Channel Plan EUBES (EUBES - B70)
Accessory Kit includes power supply with EU/UK blades, Ethernet and USB cables, LoRa 868/915 MHz RP-SMA Channel Capacity 8-channels (half-duplex)

antenna, two LTE antennas, and Quick Start Guide. Other accessories sold separately.
LoRa Maximum Qutput Power Maximum EIRP: 14 dBm - 27 dBm*



https://docs.rakwireless.com/Product-Categories/WisGate/RAK7249/Overview/

O
Passarel-la LoRaWAN Kerlink kepﬁnk

Outdoor LoRa® Gateway, communication is everything
l Carrier grade casing (IP67) for industrial use,

Supported unlicensed bands : 863-874.4MHz (EMEA, India),
902-928MHz (North America), 915-928MHz (APAC, Latin America),

Supported LoRaWAN® regional parameters: EU863-870, IN865-
867, RUB64-870, US902-928, AU915-928, AS923, KR920-923,

8ch RX (125 kHz, multi Spreading Factor) + 1ch RX (250KHz
or 500kHz, mono Spreading Factor) + 1ch RX (FSK) to get 10ch
RX + 1ch TX,

Backhaul connectivity: 4G Worldwide module with 3G/2G
fallback and Ethernet (RJ45),

Powered by:

— PoE (Injector, switch, ...), both Mode A and Mode B
(802.3af specifications),

— +/- 48VDC through RJ45 (isolated power),

Al

Highly secured device relying on a hardware secure core. ker“nk
| WIRNET ISTATION IN YOUR SMART IOT APPLICATION T
link
3G/4G -
= e (%)) — 30— (5 )) — G
l1oT LoRaWAN Sensor  LoRaWAN communication \WimetiStation Backhaul Business application


https://www.kerlink.com/iot-solutions/iot-gateways/wirnet-outdoor-lorawan-gateways/

Passarel-la LoORaWAN Kerlink
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https://xoic.coop/portfolio/qualitat-de-laigua-al-icm-csic/

S
Passarel-la LORaWAN RAK7249 WisGate Edge Max & RAK

RAK7249 WisGate Edge Max is an ideal product for loT commercial deployment. Its modularity and customization options allow for flexibility when deploying a solution. With its industrial-

grade components, it achieves a high standard of reliability.

The gateway provides for a solid out of the box experience for quick deployment. Additionally, since its software and Ul sits on top of OpenWRT it is perfect for the development of custom

applications (via the open SDK).

Thus the RAK7249 is suited for any use case scenario, be it rapid deployment or customization with regards to Ul and functionality.

Hardware

1. IP67/NEMA-6 industrial grade enclosure with cable glands
2. PoE (802.3 af) + Surge Protection

3. Dual LoRa Concentrators for up to 16 channels

4, Backhaul: Wi-Fi, LTE and Ethernet

> ore HrJJ

6. Up to 5 hours of autonomous work on battery (Battery + Solar Kit optional)

“

i i

WiFi LTE GPS LoRa

o an

Antenna Antenna Antenna Antenna 5 -
=
Software A3
> / Gateway
Device
. Built-in LoRa Server HakIAM Bt
%
. OpenVPN PoE Mounting *Backup
Injector Kit Battery Kit

. Software and Ul sit on top of OpenWRT
.LoRaWAN 1.0.3

. LoRa Frame filtering (node whitelisting)
. MQTT v3.1 Bridging with TLS encryption

. Buffering of LoRa frames in case of NS outage (no data loss)

b = T ¥ 2 B S PV R S B )


https://docs.rakwireless.com/Product-Categories/WisGate/RAK7249/Overview/

—
Passarel-la LoORaWAN RAK7249 WisGate Edge Max @& RAK

NN
LGl :
=1 1" {_l
gea

cc

Figure 4

Figure &
Figure 5
technicalReportOfTestsRAK.pdf
Property 802.3af (802.3at Type 1) "PoE"

Power available at PD"! '] 12.95W 2550 W
Maximum power delivered by PSE 1540 W 30.0W
Voltage range (at PSE) 44 0-57.0 VviZ7] 50.0-57.0 V7]
Voltage range (at PD) 37.0-57.0 Vi8I 42.5-57.0 viZ8l
Maximum current |, 350 mABY 600 mABY
Maximum cable resistance per pairset | 20 Q" (Category 3) 12.5 Q" (Category 5)

Computing

Wi-Fi Feature

LoRa Feature

Cellular Feature

Power Supply

Power Consumption

ETH

Antenna

Ingress Protection

Enclosure Material

Comparison of PoE parameters
802.3at Type 2 "PoE+"

51W
60 W

50.0-57.0V
42.5-57.0 29
600 mA per pai
12.5 Q29

802.3bt Type 3 "4PPoE"2C/"PoE++"

MT7628, DDR2ZRAM 128MB
« Frequency: 2.400-2.4835GHz(802.11b/g/n)
« RX Sensitivity: -95dBm (Min)

« TX Power: 20dBm (Max)
+ Operation Channels: 2.4GHz: 1-13

« Card: SX1301 Mini PCle Card (connects maximum of two)

« Channels: 8 Channels (Optional: 16 channels)

« RX Sensitivity: -139dBm (Min)

+ TX Power: 27dBm (Max)

» Frequency: EU433, CN470, EU868, US915, AS923, AU915, KR920, IN865
» Supports Quectel EG95-E / EG95-NA(loT/M2M-optimized LTE Cat 4 Module)
+ EG95 -E for EMEA Region :

- LTE FDD: B1/B3/B7/B8/B20/B28A

- WCDMA: B1/B8

+ GSM/EDGE: B3/B8 EG95 -NA for North America Region

« LTE FDD: B2/B4/B5/B12/B13

« WCDMA: B2/B4/B5

PoE(IEEE 802.3af/at-Compliant) - EFEEFAINS; Power Jack - 12V DC
12w (Typical)

RJ45 (10/100Mbps)

5 N-Type Connectors.

IP67

Aluminum

802.3bt Type 4 "4PPoE""PoE++"
T1TW
100 Winete 21
52.0-57.0V
41.1-57.0V
960 mA per pair?®
12.5 Q!


https://docs.rakwireless.com/Product-Categories/WisGate/RAK7249/Overview/
https://www.binefa.cat/training/upcSchool/masterTransformacioDigitalEnLaIndustria/2022/technicalReportOfTestsRAK.pdf

Passarel-la LoRaWAN LorixOne

Integrable

The structure, tools and documentation of LORIX OS is designed and built to Available packet forwarder

help integrators to make the gateway part of their solution in a reliable and lasting way.
* Semtech UDP Packet Forwarder

» Easy and secure integration and automation via the HTTP REST API using OpenAPI » LoRa Basics™ Station
specifications e ChirpStack Gateway Bridge
e Full access to the system configuration and tools through SSH * LORIOT cloud client
s Standard and recognized embedded tools * Any other embedded packet forwarder easily integrable

* Complete ARM® toolchain for compiling additional applications
Customizable

The open and standardized build system of LORIX OS allows you to adapt the result at all
levels to fit your needs.

* Fully open and customizable build system to generate your own system image

* Ability to integrate your own applications and tools into the image to create custom
gateways

* [ntelligent construction using Yocto Project that allows you to maintain your long-
term business without wasting time

Waterproof N
connector \ hefnet cannects

N
\
ot h
10/100Mbps etheret = = -
Passive PoE 24V \ e oa‘\ "'

Config/factory reset

]

Status
LED

USB service

Reset button
neset ouften . connector

microSD
slot.

T StatusLED

~
i __USB debug
\ serfal
\ Storage extension
SD-CARD

LORIX"e

863-870 MHz version
Compatible with:

e EUBES
o IN865
e RU8B64

RF specification:

« SX1301

e 8 channels, 49 demodulators @ 863-870MHz
* RX Sensitivity: -140dBm

e TX Power: 27dBm

902-928 MHz version
Compatible with:

* AS5920
o AS923
* AU915 (Subbands 1-8)
e US915 (Subbands 1-8)

RF specification:

* SX13071

e & channels, 49 demodulators @ 902-928MHz
» RX Sensitivity: -135dBm

* TX Power: 27dBm



https://www.lorixone.io/

Pa§sarel-la LoRaWAN LorixOne


https://www.lorixone.io/

Passarel-la LoORaWAN a I'lnstitut Rambla Prim
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https://www.irp.cat/

Passarel-la LoRaWAN a la Policia local de Sant Boi de Llobregat
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http://siarq.com/

Passarel-la LoRaWAN a la Premia de Mar



http://siarq.com/

Passarel-les a Rubi

Objectiu: Fer accessibles les dades de mesura a la ciutadania

rubi.xoic.coop/Snap/snap.html#run:exemples/06_sensorsRubi.xm e g

HR (AQ_01): 63.9
%

>

Acces directe al visualitzador Snap!


http://rubi.xoic.coop/wiki/
http://rubi.xoic.coop/Snap/snap.html#run:exemples/06_sensorsRubi.xml

Sensors LoRaWAN trametent dades a les passarel-les a Rubi

Sensor DL-TRS21 FEATURES APPLICATIONS

LoRaWAN®-enabled soil water potential sensor Outdoor remote monitoring.

including temperature sensor.
Irrigation control.

Easy to use.
y Smart agriculture.

Low salt sensitivity. :
y Greenhouse and soilHess plantations.

= Cable length: 5 m.
e ot m Parks.

Compatible with LoRaWAN® networks of any

provider. Golf courses.
Place and measure: no setup required.

Configurable via command line interface and
downlink command interface.

Unattended real-time monitoring for several
years without replacing batteries.

Robust polycarbonate enclosure: weatherproof,
impact-, UV-resistant (IP&7).

Standard alkaline (C-type) batteries.

CE compliant, Radio Equipment Directive (RED)
2014/53/EU.

Més informacio d’aquest sensor


http://rubi.xoic.coop/wiki/
https://www.binefa.com/index.php/DL-TRS21

S —
Sensors LoRaWAN trametent dades a les passarel-les a Rubi

Sensor OY-1210

The OY 1210 LoRaWAN CO2 meter 1s designed to measure carbon dioxide, temperature and
humidity in indoor environments. The sensor is intended for indoor climate control, air

AT quality monitoring and energy optimizations. It is optimized for reliable and secure

measurements with more than 5 years life length on batteries.

The measurement value for each measurement

Byte 0: Temperature, bit 11 — bit 4

Data sent on LoORaWAN port 2 : 3e 44 1d 02 1b
Byte 1: Relative humidity, bit 11 — bit4

Byte 2: (361) HEX: (993} pEc ==993/10 -80°C == 19.3 gradC
e — bit 7-4: Temperature, bit 3 — bit 0 (44(‘)]115,\': (l 101) pec == 1101/10 — 25% => 85.1 % RH
bit 3-0: Relative humidity, bit 3 — bit 0 (021b)uex: (539) pec == 539 ppm CO?

Byte 34: CO2 sent as an unsigned 16-bit integer

Byte O Byte 1 Byte 2 Byte 3 Byte 4
Temp bit{11-4 ‘ H brtﬁm ‘ a2 l €02 bit|16-9 H c02|bit 8-0 ‘

Més informacio d’aquest sensor


http://rubi.xoic.coop/wiki/
https://www.binefa.com/index.php/OY-1210

Sensors LoRaWAN trametent dades a les passarel-les a Rubi

The OY1700 LoRaWAN Air quality (PM) sensor is designed to measure PM1.0, PM2.5,
Sensor OY_l?OO PM10, temperature and humidity in indoor environments. The sensor is intended for indoor

climate control and monitoring indoor air quality. It is optimized for reliable and secure

operations.

The standard measurement and reporting interval are every 20 minutes, other reporting

/"‘"—— intervals can be configured over the air.

The measurement value for each measurement
Byte 0: Temperature, bit 11 —bit 4
Byte 1: Relative humidity, bit 11 — bit4
Byte 2:

bit 7-4: Temperature, bit 3 — bit 0

bit 3-0: Relative humidity, bit 3 — bit 0
Byte 3-4: PM1.0 sent as an unsigned 16-bit integer
Byte 5-6: PM2.5 sent as an unsigned 16-bit integer
Byte 7-8: PM10 sent as an unsigned 16-bit integer

Byte 0 Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8
| Temabit 114 rH bit [12-4 A ‘ PMLO |m 169 H PM 1.0‘ bit 8-0 | PMZ.S%MI&—Q H PM25 |bit80 || PMI0 |bit169 || PMI0 |bits-D
L I " || bit3o | ; il ]

Més informacio d’aquest sensor


http://rubi.xoic.coop/wiki/
https://www.binefa.com/index.php/OY-1700

Sensors LoRaWAN trametent dades a

Sensor Adeunis COMFORT

- Periodic and / or event mode - Weight: 102g
- Standard: Directive 2014/53/UE [RED]

- Product error alert, configuration error, low

+ Interchangeable battery
« Dimensions: 111 x 61 x 40 mm
- Case: IP20 [indoor use)

- Integrated fixing system: wall or laid

battery

- Configurable life frame
- Sigfox RC1/ LoRaWAN EUB63-870 / W-Mbus 868 . 1 digital input
Operating Temperature Range: -20°C /+60°C - 1 connected button
- Local and remote configuration

2)adeunis

es passarel-les a Rubi
Offset -
tirs bty Data Description
0 OxdC Frame code
Frame counter: 4
1 Ox2g Bit1@0: LowBat not detected
2-3 0x01B3 435 == 43.5°C for t=0
4 0x3E 62 => 62% for t=0

1.2.3 AT Command

A command starts with the 2 ASCII characters: « AT, followed by one or more characters and data (see the list below for the syntax of the AT
commands available on the modem).
Each command must end with a “CR” or “CR" "LF", both are acceptable. (CR indicates: Carriage Return, LF indicates: Line Feed).

Once the command has been received, the modem returns:

» Data" <cr> <lf>, for ATS type playback control <n>? AT/S or ATV,

® 0" <> <lIf>, for all other commands when this has been accepted.

s “E" <ar> <lf>, if it refuses the command due to a syntax error, unknown command, unknown register, invalid parameter, ....
® “CM" <cr> <If>, if it accepts the input in command mode

AT Command Table:

Command Description Reply example
4 Input request in command mode «CMr<cr><lf>
ATPIN <PIN> Gives actess to AT commands if register 5304 is not 0
ATV Displays the firmware version of the application and the APPx_Vxx o0 xcRTUX_Vyy.yy.yy
firmware version of the RTU module
ATIN Displays the network used “LoRa" or "SIGFOX" or « WMBUS»
AT/ARF Displays the device reference «ARF8240CAANN»
ATS<n>? Returns the contents of the <n> register S<n>=<y><cr><lf> avec <y> as a registry content
ATIS Displays all registers !
ATS<n>=<m> Sets <m: 1o the registry <n> «0n<er><lf> si ok, «Ev<cr><f> si emeur, «Wr<ar><If>
if consistency error
ATR APP Resets the default configurations of the application part «Or<ers<if=
ATBW Saves the new configuration «Qn<er><ifs, «Es<tr><If> if consistency error
ATO Exits command mode «0s<ers<lfs, «Es<cr><If> if consistency error
ATT63 PROVIDER | Provider password «Qn<er><if>

Més informacio d'aquest sensor



http://rubi.xoic.coop/wiki/
https://www.binefa.com/index.php/Adeunis_COMFORT

Passarel-les a Rubi
VISIO GENERAL

THE THINGS
™

R http://rubi.xoic.coop/wikil S
SENSORS PASSAREL-LES The Things Network rubi.xoic.coop @
co2/ e 5o

= SERVIDOR 4 curl”/ séntilo
PM DE XARXA —
- j (UDP) _—
PM : e .
" coz! \\ ssHE@ | rubi.xoic.coop:22
ey =\
_ ' rubi.xoic.coop:;3000
e | oy | THETHINGS | o
CO%Y K/ influxdh | rubi.xoic.coop:8086

SERVIDOR

PM / D'APLICACIO - Js e
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http://rubi.xoic.coop/wiki/

Applications rubi-sensors-02 Devices £"7 device-co2-0170b3d5d72020003c

Passarel-les a Rubi. Adjuncio a TTN

Application ID
<« C o @ © @& https://console thethingsnetwork.org/applications/rubi-sensors/devices/rubi-trs21
Device ID device-co2-0170b3d5d72020003c
@) s consoLe
Applications rubi-sensors Devices £ rubi-trs21 . . .
o Activation Method  OTAA

DEVICE OVERVIEW

Device EUl <> 70 B3 D5 D7 20 20 €0 3C B
Application ID
Device ID rubi-trs21 . .
Application EUl <> 70 B3D5 D7 2FF8& 18 00 B
Activation Method O
AppKey < o E
DeviceEUl <> 70 B3 D5 7B AG 00 17 86 B
Applications rubi-sensors-03 Devices g7 device-aq-0170b3d5d72024002e
Application EUl <> 70 B3 D5 7E DO ©2 BO D3 B
AppKey <> © 5] Activation Method OTAA
Device EUl ¢ 7OB3ID5D7 2024 002E 5]
) TEmnss CoNsoLE posictions  Gatewars st §
Applications rubi-sensors-02 > Devices Application EUL < FEB30CDAZEEEH/88 8
AppKey o B e o)
DEVICES Legister devi
1
Device Address <> 26012B3D E
Network Session Key <> F e L L T T I U R B
App Session Key <> @ e e B

Status 6 minutes ago

Frames up 625 reset frame

Frames down 13



http://rubi.xoic.coop/wiki/

Passarel-les a Rubi. Emmagatzemament de dades

hevice-ag-01 FOb I ST 202 F00 0 by = g eyl ced ek i curl K PLT
ko e-ag-02 TO I Sl T A0 2 P00 by = sifng s g eyl ced 2 curl K PUT
720240053 trytes = 3 meg payload TP A0OO0MO000000 curl 3 PUT
devic eI TOO ST 0240062 trytes - g payload 0 cund 3 PUT
s g peyioad curl K PLT
msg -= [fsoneM, PO, FM. AZT 00 1Bt SensorsDE agil
Soil Water Potential + Tem curl X PUT
ttn uplink bytes -» sting msg.payload
g payload AQ 02 FMI0 > Senifo cunl % PUT
msg.payload E = T i z
0217860003ff30balbee msg - AZT 00 1Bl Sens ors DB aglz -
127.0.0.1:8086/ubiSensorsDB trs21_01 ag poat X ESIN
mesg peuyl ced AQ O2_RH -= Semiiio curl K PLT
msg.payload
messagelnterpreter mEg -> o EM2. 0, M) 127.0.0.1-E0Es b Sers ors D8 ag03
A 0F Pl O curl -X PUT
msg.payload
g payload A 03 FME_5 .= Semiifo curl X FUT
msg.payload
mag AZT 0D 10kl Sermors DB agnd
curl X PUT
Water Potential -> Sentilo curl -X PUT mEg payload
s payload cul X FUT
Temperature Water Potential -> Senti -
emperature Wa; 'ofential -> Sentilo curl -X PUT = m
IEISERO0010001000E g > [SCEM, PO, P25, PYI0, TRH) AR 02 RH = Semio cul X FUT
mag payload
Battery Violtage Water Potential Sensor -» Sentilo curl -X PUT
g payload AQ 4 _PM1_0-> Ser curl X FUT
msg payloan
AQ M FMZ 5 -= Semific curl -X PUT
A 04 P10 curl X PUT
A 04T curl X FUT

curd X PUT



http://rubi.xoic.coop/wiki/

Passarel-les a Rubi. Connexié amb Snap!

Last CO2 01

json

Last CO2_02

json

Last CO2 03

json

Last CO2 04

Last agll

json

timestamp Last agl2

Last agl3

Last agl4

json

Lasts21_01

json

json

set COZ2_0

json

Triem "[i "

1_json flow variable

Treiem [ i ']"

set CO2_02 json flow variable

json

Treiem '["i ']"

set CO2_03 json flow variable

json

Treiem [ i ']

set CO2_ 04 json flow variable

json

set AQ 01

json

set AQ 02

set AQ O

o

jsan

set AQ |

[=1
iy

json

set TR521

Treiem "

Jfson flow variable

Treiem i ']

Jjson flow varable

Treiem "[i "]

Jjson flow varable

2

Treiem '

ison flow varable

Treiem [ i "

01_json flow varable

coz2_n1

C02_02

C02_03

CO2_04

AQ_01

AQ_02

AQ_03

AQ_04

TRS21_01

gef CO2 01 json flow vanable

get COZ2_02 json flow vanable

get COZ2_03 json flow vanable

get CO2_02 json flow varable

gef AQ} 01_json flow varable

get AQ 02 json flow vanable

get AQ 03 json flow vanable

get AQ 04 json flow vanable

get TRS21 01 json flow vanable

CO2_01_json

CO2_02_json

CO2_03_json

CO2_04_json

AQ 01 json

AQ 02 _json

AQ 03 _json

AQ 04 json

TRS21_01_json



http://rubi.xoic.coop/wiki/

Passarel-les a Rubi. Emmagatzemament i visualitzacid a Sentilo

<« ¢ o (D @& https://sentilo.diba.cat/sentilo-catalog-web/rubi/admin/sensor/rubi@xoic. 0Y1210.CO2_01. B  s0% e e mmom®e® =
— =
Ajuntament i
e senuilo
DISTIQ EXPLORAR ~ & AJRUBI_IV] -
Darrera lect
Data
Tipus de da
L Sensors/ Actuadors Unitat de mesura ppm
Valor 455
Tornar

Activitat

@ air_quality_co (ppm]

— F—

< = Data inici: 16/06,2020 10:35:25 Data fi: 16,/06/2020 19:15:31

https://sentilo.diba.cat/sentilo-catalog-web/rubifadmin/sensor/rubi@xoic. 0Y1210.CO2_01_ppm/data#

Acces al Sentilo de I'’Ajuntament de Rubi


http://rubi.xoic.coop/wiki/
https://sentilo.diba.cat/sentilo-catalog-web/rubi

Passarel-les a Rubi. Visualitzacido amb Grafana

Sensors Adeunis -

& olstZdys~ @ & -

0Y1210 (C02) - olest7days v @ &~

Temperatures Humitat Relativa

100 ppm

& 600ppm
500 ppm
400 ppm
300 ppm
340000 3 3 3150800 3151600 3160000 0800 3161600 3170000 3170 371600 3180000 310800 3181600 3 3191600 3200000 3200800 37201600
min max ag  curent
ppm (C02.03) 401ppm  8s4ppm  4sippm 411 ppm
Y1210 Temperature OY1210's Relative Humidity
e 708
23°¢ 653
- 2%
3160000 s 3140000 3141200 3 coaH
min g curent max avg  curent e
Sensor BC0 820°C 026°c  2030°C Sensor BCD ST00%H  S068%H  S000%H e
Sensor C61 370°C 1582°C  1620°C Sensor C61 6900%H  GATIRH  6400%H 207
Sensor B6F 770°C 1986°C Sensor B6F S900%H 1073 5200%H s0%H
Sensor 678 860°C 1978°C Sensor 678 W S249%H  6500%H 19°c
— Sensor 832 780°C 1998°C — Sensor 892 S900%H  S090%H  5000%H g
520°C 1634°C — Sensor893 0% 7 8.00%H i
520°C 17607 1641°C = Sensor B9F BIOD%H  7BSORH  77.00%H o 0%
580°C 1790 1678°C = SensorBAs TS00NH 44T TA00%H
— SensorBAS 820°C  2250°C  2014°C = SensorBas 57.00%H 49.00%H 16 3san
i T e e ey sy gy 3140000 3150000 3160000 31170000 32000 31140000 anson 3160000 3170000 312
= - max g curent max avg  curent
— sensor8B2 850°C  2290°C  2048°C  2070°C = sensorBe2 56.00%H 47005
7(02.09) 0 2320°C  2036°C  1920°C RH (C02.03) 3920%  6660%H  5202%H  5510%H

ccés a un Grafana visualitzad

or de les dades dels sensors de Rubi

Ve



http://rubi.xoic.coop/wiki/
http://rubi.xoic.coop:3000/d/AVEzcZR7k/sensors-adeunis?orgId=1&from=now-7d&to=now

(NG A Lol (tme™:"2021-08-19T16:54:52. 0057, WOOZ™424, W™ 52.1, 7T 20.4} I

Passarel-les a Rubi. Codi en Snap!

Basat en el projecte mgtt4snap d’en Xavier Pi

Quan la tecla u es premi
assigna a tempsEnSsgons | el valor [ si

Inicia Sensors Rubi

assigna a nomSansor | el wvalor [S9ZE1

|assigna a corpadee | el valor
D-l_nstrncoz (nomSensor | jsonDades (tempsEnSegons

r;;alw a nomSensor | el walor
| assigna a sorDac=s el valor
rn\'l_ostraPH | nomSensor | jsonDades ' tempsEnSegons

ssin.nn @ nomSensor | €l valor (EerEird

| assigna a orDacee | el valor
rn\'l_ostracoz (nomSensor [ jsonDades (tempsEnSegons
ru\;siq.nn a nomSensor | el waler

| assigna a sordodes el valor
I—n\'l_ostrnPM | nomSensor | jsonDades ' tempsEnSegons

Desconnecta Sensors Rubi

usln.nn a nomSensoe | el wvalor 03 aain.nu a nomSensor | el valor (HerBil)

[assigna a sonDades | el vaior CIRIB L) [assigna @ jsonDaces | el valor (CIILB )

| mostraco2 (nomSensor (jsonDades (fempsEnSegons | mostrac02 (nomSensor (jsonDades (fempsEnSegons
rl\;ﬂliﬂllﬂmﬁﬂrm el valor [WE assigna a romSsnzer | el valor TR D;HIWIMEI“
I—I;!llnl p—— rl\!_!iﬂ.l'll P rn\';:strnWP (nomSensor (jsonDades (tempsEnSegons
| mostraPM (nomSensor (jsonDades (tempsEnSegons | mostraPM ( nomSensar (jsonDades (tempsEnSegons

No estad buit (frs21 01 json

assigna a nomSsnsor | el valor [EEEANE]

Accés al visualitzador Snap! En linia



http://rubi.xoic.coop/wiki/
http://rubi.xoic.coop/Snap/snap.html#run:exemples/06_sensorsRubi.xml
https://github.com/pixavier/mqtt4snap

Passarel-les a Rubi

La importancia de les copies de seguretat i servidors replicats.

i i i
i

Incendi a Estrasburg d’una granja de servidors privats virtuals (VPS)


http://rubi.xoic.coop/wiki/

Supervisié de passarel-les. Us del bot de Telegram 0

* Document explicant un bot de Telegram per a una passarel-la LoRa

* Com automatitzar un bot de Telegram amb NodeRED

Al desplegar *

Supasem que tot funciona bé | GW eCat ACTIU

timestamp © — gwEcatActive change —_ switch
touTC ,/I/) ) Gwecat ATURAT
rd
GW ecat - json — > 10m? C GW Siargo01 Camallera ACTIU

gwSiarqddlCamalleradctive change - swilch & -
T

ﬂ -
timestamp u = ! —r— |
o GW Siarg001 Camaliera - json N— >10m ? GW Siarq001 Camallera ATURA
~ -~ - )
GW SiarqD02 Sant Boi | = json — >10m ? Va GW Siarq002 Sant Boi ACTIU )
\ j

-

gwsSiarqoo2santBoiActive change —_ switch 7 - -



https://core.telegram.org/bots
https://www.binefa.cat/IoT/lora/lorawan/telegramBot_01.pdf
https://wiki.binefa.cat/index.php?title=Un_exemple_d'us_de_Telegram_amb_el_NodeRed

Tendencies del present | futur immediat

LTE-M 1 NB-10T (terrestre | satel-lital)




e
NB-loT i LTE-M

* NB-loT (o Narrow Band IoT, acronim angles d'Internet de les coses de banda estreta) és
estandard de tecnologia sense fils LPWAN (xarxa d'area extensa i baixa potencia) que ha estat
desenvolupada amb l'objectiu de connectar gran nombre de dispositius usant bandes de
telecomunicacions cel-lulars. NB-10T és una tecnologia de transmissio de banda estreta amb
aplicacions de I'Internet de les coses. Fou estandarditzada per la unié d'organitzacions
d'estandards 3GPP.
* LTE-M (o0 LTE-MTC -Machine Type Communication-) Comparat amb NB-IoT té més ample de
banda (a frequéncies diferents), més optima per a dispositius en moviment i pot trametre veu.
H MOBILE 10T IS APART OF 5G

T ~
LTE-IX} @ Ns-ioT 56

LTE-M and NB-IoT, as deployed today, are Fulfils 5G requirements for Massive
part of the 5G family loT
LTE-M and NB-loT will continue to co-exist Can be deployed as part of a 5G
alongside other 5G components - network

g

GSMA INTERNET OF THINGS PROGRAMME



https://www.gsma.com/

NB-loT | LTE-M

COMPARACION DE TECN

Ancho de banda

Velocidad maxima de datos
Velocidad de bajada / subida
Latencia

Duracion de la bateria
Consumo de energia

Coste por modulo
Despliegue de frecuencia
Penetracion en interiores

Voz

e
=]

180 KHz
3GPP Licensed

<100

27.2 [ 82.5 Kbps
(DL/ UL)

1.5-10 seg.

+10 anos (segln el

caso de uso)
Mejor a velocidad

de datos bajas
5-10 dolares

Flexible

Excelente

No

OLOGIAS
OT VS. LTE-M

1.4 MHz
3 GPP Licensed

384 Kbps
Hasta 1 Mbps

50 - 100 ms.

10 afios (segun el
caso de uso)
Mejor a velocidad de

datos media
10 - 15 dolares

En banda LTE
Buena

Si. VoLTE

L

accent

systems ———


https://accent-systems.com/es/diferencias-nb-iot-lte-m/

NB-loT / LTE-M (mapa de cobertura 2020)
MOBILE loT GLOBAL COVERAGE
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https://www.gsma.com/

NB-loT per satel-lit
——— Satél-lits amb orbita heliosincrona (la

posicio és previsible al mateix temps solar
mitja local) a 556 km de la terra de
mitjana (entre 541,6 Km i 571,6 km). Amb
un periode de 96,5 minuts (una mica mes
de 15 voltes a la Terra cada dia)
sobrevolen Catalunya dues vegades al
dia.

SATELICT |\

/ Space - Connecting - 5G loT 4

_i'
f

Connected to
Sateliot’'s network

| Global connectivity for NB-loT

NB-loT device seamlessly connect to
Sateliot's satellite network

\ devices directly from Space |
\ NORAD ID del primer satel-lit Sateliot: 47961

NORAD ID del satel-lit Enxaneta: 47954

Posicid del nanosatel-lit 47961

3B5GSAT a la base de dades de nanosatel-lits . o
Posicid del nanosatel-lit Enxaneta


https://sateliot.space/
https://www.nanosats.eu/sat/3b5gsat
https://www.n2yo.com/satellite/?s=47954
https://www.n2yo.com/satellite/?s=47961

S
NB-IoT per satel-lit

El full de ruta és fabricar un constel-lacié de 100 nanosatél-lits abans d’acabar I'any 2022.

Si cadascun passa dos cops pel mateix punt de la terra, es poden fer 200 connexions diaries (una cada 7 minuts i 12 segons)

Name 3B5GSAT (Sateliot-1, 3rd Generation Before 5th Generation Satellite)
Type CubeSat
Units or mass w
Status Operational (Official news on social media)
Launched 2021-03-22
NORAD ID 47961
Deployer 12U Deployer [Aerospace Capital]
Launcher Sojuz
Organisation Sateliot
Institution Company
Entity Commercial
Nation Spain
Manufacturer AT by Open Cosmos
Operator Open Cosmos

Constellation for confinuous glebal connectivity for Infernet of Things (1oT)
under o 5G architecture.

Oneliner


https://sateliot.space/
https://spacewatch.global/2020/07/open-cosmos-will-build-and-operate-sateliot-nanosatellite-constellation/
https://www.nanosats.eu/sat/3b5gsat

Dispositius NB-loT. Modul SIM7020

l eesr
.Q_‘.

P/N: §2-1098V-230E3
SN: MPB6212387FDF 42
I 6683330331 21601

[B]ziR<

Documentacio relacionada amb el modul SIM7020x:

SIM7020 Series. Hardware design

SIM7020 Series. NB-1oT HAT Schematic

SIM7020 Series. AT Command Manual

SIM7020 Series. MQTT(S) Application Note

SIM7020 Series. FOTA Application Note (FOTA: Firmware update Over The Air)



https://www.simcom.com/
https://www.binefa.cat/training/nb-iot/sim7020/sim7020_series_hardware_design_v1.03.pdf
https://www.binefa.cat/training/nb-iot/sim7020/SIM7020E-NB-IoT-HAT-Schematic.pdf
https://www.binefa.cat/training/nb-iot/sim7020/SIM7020_Series_AT_Command_Manual_V1.03.pdf
https://www.binefa.cat/training/nb-iot/sim7020/SIM7020_Series_MQTT(S)_Application_Note_V1.05.pdf
https://www.binefa.cat/training/nb-iot/sim7020/SIM7020%20Series_FOTA_Application_Note_V1.00.pdf

Estona de preguntes

QUES TION TIME

Jordi Binefa ( correu: jordibinefa [arrova] electronics [punt] cat)
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