Centre
de formacio
| ocupacio

E :inyer

Industrials de Catalunya

Curs practic de programacio d'electronica
"embedded low-cost" per/alaloT |



Curs practic de programacio
d'electronica "embedded low-
cost" peralaloT

Grup de Treball loT & Embedded
https://formacio.eic.cat/cursos/1123418 Systems

Xavier Pi
Vicepresident GT IoT & Embedded Systems
Comissio Industria 4.0 Enginyers de Catalunya
www.linkedin.com/in/xavierpi
COMISSIO INDUSTRIA 4.0

o : o .
www.comissioindustria40.cat agroiionia ] | 0¥ Samivscat. Ecinyery 1nf°rmég?s () ieconcat I A@

Industrials do.



https://formacio.eic.cat/cursos/1123418
http://www.comissioindustria40.cat/

Programa

 Els embedded systems

« Exemples basics d’actuadors

« Exemples basics de sensorica

* Protocols de comunicacions [oT: MQTT i HTTP
« Sensors i actuadors en entorns industrials
 Ciberseguretat

 Exemples avancats
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ELS EMBEDDED SYSTEMS
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Elements centrals de la Industria 4.0

Two Worlds coming together
s e = | = 14.0-Compliant communication (top) 3 oy
ﬁ Physical world ‘ ‘ E Digital world ‘ ~ranc
X = Intertace / data formats Administration shell < Interface < :

Manufacturing process | e vt | p— | e sompran o
mbedded Systems

Component

Material behavior | Service-oriented | Aasel with

active 14.0 comm.

Asset, e.g.

g c = . bility, so that machine < Interface <
E-Simulation Simulation | o ante ace
can be .
Automation ‘ % implemented
% Semantics S
[9 %* Unique Identifier ‘ | &fiy 14.0-Compliant communication (bottom) x
1% > Things 5
- g | N : 14.0 Component +‘ 14.0 Component +‘
X Datacenter (Cloud)

Administration shell <- Administration shell <~

Asset, e.g. Asset, e.g.
electr. axle ¢ terminal block

“Closed” System “Open” System

Nestability of 14.0 components

IEC PAS 63088
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Tipus d'embedded systems

* Classificacio del prof. Raj Kamal

— Escala petita (Ex. Arduino)
— Escala mitjana (Ex. ESP32)
— Escala sofisticada (Ex. Raspberry Pi, Olimex)
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Tipus d'embedded systems

e

uXino-Lime &

Wki.OLINEX.CON
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Proveidors

www.diotronic.com

www.industrialshields.com

WWw.amazon.com

www.aliexpress.com

Comissi6 Industria 4.0 — Enginyers de Catalunya


http://www.diotronic.com/
http://www.diotronic.com/
http://www.industrialshields.com/
http://www.amazon.com/
http://www.aliexpress.com/

Llenguatges low-code de blocs (Snap!)

oo :

&« ) @ snap.berkeley.edu/snap/snap.html#open:https://raw.githubusercontent.com/pixavier/mqttdsnap/master/HelloWorld.xml e * =

= = % HelloWorld

{ control
m
Sensing P —
 draggable (170030 broker.emaqx.io:8084/matt

{ Operator:

(€ Variables Scripts Costumes ~ Sounds

-

| move G steps -

- To execute the examples, single click on
1 ©

| turn ¢ degrees PubSub Hello World! / blocks, following the corresponding steps.

[turn & degrees L
[set broker | to -

| point in direction KD MQTT connect (broker Il ll Step 0: Connect (o the broker
| towards mouse-pointer

MQTT sub (Broker -

f say (payload  for @ secs |input names: { topic  ( payload Step 1: Subseribe o atopie. 7

[gotox: @ v: @

| go to randomposition |

[Gide @ s @v@®
[ MQTT pub (Broker -

Step 2: Publish a message.

-

Client-server Hello World!

if on edge, bounce ~

m G MQTT response (broker
x position = =
po example MQTT response reporter (topic

M (y position
B (direction |input names: { topic | (" payload

Make a block

Step 1: Activate the responder.

Escenark

-

set re to' MQTT request | broker _\Q icName -HGHD
[set oo | ey = Limer Step 2: Send a request (imer acts

| say (resp for @B secs as idCall) P
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L'esquema setup() - loop()

main () {
setup() ;
while (1) {
loop () ;
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Entrades analogiques i digitals

Blogues -
@ salida @ Control
@ Entrada @ Matematicas
@ Notacion @ Variables

leer pasador digital 0 «

~enwon leer pasador analégico A0 =
DIGITAL (PWM ~)
leer grados de servo en el pasador 0 »

namero de caracteres de serie disponibles

ARDUINO

leer de la sene

leer el sensor de distancia ultrasénico en el

leer el sensor de temperatura en el pasado

POWER ANALOG IN

& c.—-mm-a--n.

oo S S S

www.tinkercad.com
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http://www.tinkercad.com/

ortides analogiques i digitals

Bloques A
@ salida @ Control
@ Entrada @ Matematicas
@ Notacion @ Variables

definir LED integrado en ALTA =

~ N MmN
[ 1

DIGITAL (PWM ~)

definirpasador 0 en ALTA ~»
definir pasador 3 = en o

girar servo en el pasador 0+ a o
reproducir altavoz en el pasador 0 = g
desactivar el altavoz en pasador 0 »

imprimir en monitor en serie {EE{VRNI

LED RGB de pines 3

POWER ANALOG IN .
a

Zc oHamwn
R
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EXEMPLES BASICS D'ACTUADORS
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Control d'un led (blin

A~ 1 (Arduino UnoR3)  ~

// C++ code
1/
void setup ()
{
pinMode (LED_BUILTIN, OUTPUT);
}

S T, IS TU R S

void loop ()

10 digitalWrite (LED_BUILTIN, HIGH);
11 delay(1000); // Wait for 1000 millisecond(s)
12 digitalWrite (LED_BUILTIN, LOW);
13 delay(1000); // Wait for 1000 millisecond (s)

Exercici: Afegir un LED extern, amb la resistencia corresponent.
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Control d'un relé

—owal) E10
|0.00A O

@ Jo
\_ . r
KS2E-M-DC5 +
DC sV
WDSVAC Ll g

2A/30VDC 5 L
\ )

https://www.tinkercad.com/things/104C6ZolLpdB
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https://www.tinkercad.com/things/1O4C6ZoLpdB

Control d'un servomotor

https://www.tinkercad.com/things/3NPIinNEm8D

Servomotor Arduino Starter Comissi6 Industria 4.0 — Enginyers de Catalunya



https://www.tinkercad.com/things/3NPIinNEm8D

EXEMPLES BASICS DE SENSORICA
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Deteccio d'un final de carrera

https://www.tinkercad.com/things/jclib4UQUPd
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https://www.tinkercad.com/things/jcljb4UQUPd

Mesura d'un nivell de lluminositat

https://www.tinkercad.com/things/eZBCioTaA5V
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https://www.tinkercad.com/things/eZBCioTaA5V

Deteccio d'un llindar de lluminositat

e Exercici:

Encendre/apagar un LED si traspassa un valor
llindar de lluminositat.
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Mesura d'una distancia

https://www.tinkercad.com/things/912rZwQcjLS
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https://www.tinkercad.com/things/9l2rZw0cjLS

Mesura d'inclinacions (acceleracions)

| o=

Exercici: Analitzar el funcionament amb el multimetre
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Mesura temperatura

https://www.tinkercad.com/things/6M4rpEII\VrE
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https://www.tinkercad.com/things/6M4rpEIlVrE

Mesura d'humitat

Graph the moisture over time

1. Open the Code panel

2. Open the Serial Monitor

3. Press the Toggle graph button
4. Start Simulation

Select the soil moisture sensor
@ and adjust the slider to change
the moisture in the soil.

Moisture Arduino starter. Exercici: Analitzar i entendre I'exemple.
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PROTOCOLS DE COMUNICACIONS IOT:
MQTT I HTTP
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Protocol MQTT. PubSub vs client-server

< C @ github.

com/pixavier/mqttdsnap

README.md V4

MQTT4Snap !

MQTT4Snap ! is a Snap ! library for using MQTT in Snap !/ (in the cloud) and Snap4Arduino (in the edge).

MQTT is an open and secure publish-subscribe protocol for the Internet of Things, suitable for industrial applications
and Digital Twins.

There are several free online MQTT server/brokers for rapid testing purpose, such as test mosquitto.org,
mqtt.eclipseprojects.io or www.emqx.com/en/mqtt/public-mgtt5-broker. Never use these servers for production. One
way to start is using Mosquitto on your own server, which is a popular open-source option available for Linux,
Windows and Mac, fast and easy to install. For accessing directly to a MQTT broker from a browser, WebSockets

support must be activated on the broker. To monitor de broker activity, MQTT Explorer is an excellent free tool.

Snap ! can be considered a block-based low-code programming language, unlike Node-RED, that can be regarded as

a flow-based low-code tool.

Blocks and usage

You can execute the Hello World! code as a starting point. If you use secured pages you will need the first option,
else, for non secured pages, you will need the second one (without SSL):

(JavaScript extensions must be ticked)

Try at: Hello World!

2 % »
FUDIISIT YOUT 115t PaLkaye
Contributors 3
e pixavier Xavier Pi
e bromagosa Bernat Romagosa
jump-pi
Environments 1
& github-pages
Languages
—

JavaScript 53.2% @ C++ 347%
® HTMLG63% @ Python 5.8%

https://github.com/pixavier/magtt4snap

Try at: Hello World! (without SSL)
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https://github.com/pixavier/mqtt4snap

Nocio de nuvol. Cloud i Edge computing

Examples of 14.0 component

Not an 14.0 component

(Unknown) / Asset

(Anonymous) |
(Individually known)
Entity

1 = Interface / data formats
in 14.0-compliant form

Administration shell <

Asset, e.g.
machine <

Administration shell

Asset, e.g.
electr. axle<¢

L

.4

L J

(Asset provides access
to administration shell)

14.0-compliant communication =

Administration shell <

‘Asset, e.g.
terminal block

Administration shell <

" Asset, e.g.
standard SW

(Higher-level system
provides access to
administration shell)

L

IEC
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Nocio de nuvol. Cloud i

Safety: Proteccid de les persones del sistemes

Administration shell ¢

7~

{ Asset, e.g.
machine ¢

Administration shell <

lloT.

| Asset

14.0 Components o
“components 4.0”

V. N

Asset, e.g.
electr. axle< Raw data & data

(“campana digital”) processing

Sensors &
Actuators

Edge computing

Security: Proteccio dels sistemes de les persones

Administration shell <

Asset, e.g. '
terminal block

Intelligence
creation =

Administration shell ¢

Asset, e.g.
standard SW

1INDUSTRIE4.0
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Llenguatges low-code de fluxos
(Node-RED)

< C' A Noesseguro | vps656540.0vh.net:51880/#flow/d775676113e223e0 o 2 % * = 0O Q :
=<, Node-RED

Q Flow 1 + v ¥ debug il 8 w8 o~
v common 2 =

Yallnodes ~ | | Wall ~

node: 417daefa7i5b363 2
inject ¢‘ msg.payload : number

‘ complets ()

P T

o= CEIEE———— SR e
status

‘ link in \?
- )
wb link call Q
£
0 link out |
‘ comment ‘
~ function

57 tncon O
S0 swan b
7 e b
q G

range

http://vps656540.ovh.net:5x880
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http://vps656540.ovh.net:51880/

Connexio dels exemples al navol
Nocio de Besso Digital (Digital Twin)

c A No es seguro | vps656540.ovh.net/snap/snap.html#open:esp32_DT.xml 5 % % = 0 e :

h O # esp32DT

Mation { control (J] 5

Looks Sensi | - m l Joorte |
Csound €O - 7 draggable

Pen @ vaiatios Scripts ~ Costumes .~ Sounds
‘:nove [ 10 JELE
| turn ¢ @B degrees
[turn & €D degrees

L
[P TR ¥ oroker emax o A0BY/maft

MQTT sub (Broker

ran
[ glide @B secs to x: @D v: @ S
‘ switch to costume esp32on |

[ change x by G - input names: ( topic | ( payload
| set x to @

[ change y by D

| set y to @

[if on edge, bounce MOQTT pub (Broker

MQTT pub {broker for]

,
http://vps656540.ovh.net/snap/snap.htmlttopen:esp32 DT.xml
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http://vps656540.ovh.net/snap/snap.html

Protocol HTTP. Nocié d'URL. Bridge
HTTP-MQTT

&« C A Noesseguro | vps656540.ovh.net:64881/#flow/2c642a6f30631288 o » v %N = 0O o H

=< Node-RED

Q Flow 1 + - ¥¥ debug i & » o -
v common = Tallnodes ~| wal ~

| inject

[get] /a65/led/on (e resp http w 0 http
‘ complete ‘.#l — = —— = =
'I catch ¢. e = T "
e (J resp mgtt () J
4 ... X J

mqtt

‘ @ connected
£ -
0
Tl
£
0
0 link out
comment

L
(=]
-
L
-

http://vps656540.ovh.net:64881/a65/led/on
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http://vps656540.ovh.net:64881/a65/led/on

SENSORS | ACTUADORS EN ENTORNS
INDUSTRIALS
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Entrades analogiges i digitals.12V-24V

20v | O 330v | ()
0.00 A O

2.07 mA o
-® 00 -@ 00
[ | J 3.31V
§ ),

N

@0®

\

https://www.tinkercad.com/things/428kNkFBRgR
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https://www.tinkercad.com/things/428kNkFBRgR

Control de dispositius 0-10V, 24V

®
23.8V g
I v
s3ov () 20v | O
0.00 A O 5.61 mA O
® = -~
IP . 1L il *1:. ]
< &
L

https://www.tinkercad.com/things/2QMMBjVqQFp
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https://www.tinkercad.com/things/2QMMBjVqQFp

Gracies |
Xavier Pi
xpi@enginyers.net

https://www.eic.cat/content/gt-embedded-systems-iot

www.comissioindustria40.cat
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