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Non-Overlapping Channels for 2.4 GHz WLAN
802.11b (DSSS) channel width 22 MHz
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Fi

2.4B35 GHz

802.11g/n (OFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers

2.4 bHz 24835 GHz

25 Gl

25 Gz

802.11n (DFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers

2.4 bz 24835 GHz

25 BHz

Long-range Wi-Fi
= frequency: Sub 1GHz (500~950MHz)

* Peak data rate: = 200Mbps

http://www.dailywireless.org/2013/08/30/802-11ah-wifi-standard-for-900mhz/
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WIiFI

Today's Wireless Landscape

Low dsta rafe

City & Nation N TV
Wide Wiiile Space
il Cellular
e (HSXPA LTE LTE+ eic)
Weightiess
WILAN (100) : ,
Local Area - : 2
E Wide | Wireloss Propri¢ : Wi-Fi
= | HART |Sul-GHZ BT A g,
5 2. 4GH?
o
WRAN (109
WaAN (1) NEc | ZigBee Bluetooth
> >
0.01 . it o
Data Rate (Mbps)
E
F
2 “freescale-
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Characteristics/ UDP TCP
Description
Greneral simple High speed low Full-featured protocol that allows
Deg Cl'i])ti on functionality “wrappet™ that applications to send data reliably

interface applications to the
network laver and does little else

without worrying about network
layer 1szues.

Protocol connection
Setup

Clonnection less data 12 sent
without setup

Connection-oriented;
Connection must be
Established prior to transmission.

Data intertace to

Idessage base-based 15 sent in

Stream-based; data 15 sent by the

appli cation d15|:rlete .pac:k.ages by the application with no particular
application. structure
Reliabilit}-' and Tnreliable best-effort delivery Eeliable delivery of message all

Acknowledgements

without acknowledgements

data 1z acknowledged.

Retransmisgsions

Mot performed. Application must
detect lost data and retransmit if
needed.

Delivery of all data 13 managed,
and lost data is retransmitted
automatically.

Featwres Provided | Mone Flow control using sliding
to Manace flow of Win@ows; Window.size adjustment
= heuristics; congestion aveidance
Data algorithms
Overhead WVery Low Low, but higher than TDP
Transnussgion speed | Very High High but not as high as TDF

Data Quantity
Swtability

Small to moderate amounts of
data.

Small to very large amounts of
data.
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OSI Model - Encapsulation

OSl Layer Wrapper Name Header Name Frequency of usage
Application | N/A Layer 7 Header Everytime (100%)
Presentation | N/A v Layer 6 Header Everytime (100%)
Session N/A Upper Layer Data Layer 5 Header Everytime (100%)
Transport o TCP Header More common
e UDP Header Less common
Network Biaclia IPv4 Header Old Standard, still more common
IPv6 Header New Standard, still less common
Data Link Ethernet Type Il Header More common
Eriiivie IEEE Fnz.z 802.3 802;3 SNAP
T Less common
Other Frame Headers
Physical Bits N/A

Everytime (100%)

ariginal - JonathanCrosby.com
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Sending Hosl Receiving Host
Application Layer Application Layer Receives
Packet & rlogin host request for login
F
Transport Layer ¥ Transport Layer
TGP segment TCP segment
Y
Internet Layer ¥ Internet Layer
IP datagram IP datagram
+ F 1
Data Link Layer v ¥ Data Link Layer
Frame Frame
| A Y
Physical Network J’ b4 Physical Network
Layer Frame Layer Frame
MNetwork media
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Capa de transport d'Ethernet
LIDP Header UDP User Data
8 bytes max. 1472 bytes
TCP Header TCP User Data
min. 24 bytes max. 1456 bytes
IP Header IP User Data
min. 20 bytes max. 1480 byles
Preamble Ethemet Header Ethemet User Data CRC
8 byltes 14 bytes 46 to 1500 bytes 4 bytes

electronics.cat
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Capa de transport d'Ethernet

0SI Model TCPSIP _
Layers Protocol - TCP/IP Protocal Suite
Architecture
Layers '
Application
Laver
Presentation Application
Layer Layer Telnet ||FTPISMTP ||IDMNS || RIP ||SMMP
Sessian
Laver
Transport Host-to-Host
Laver Transport TCP LDP
Layer
Metwork ¥
L-Eﬂ,fer' Internet IFI IGMF‘ I':MF'
Data-Link Layer ARP
Layer Metwark
Physical Interface Ethernet TF'I?!{EH 'H'E'l""'e ATM
Lavyer Layer Ing elay
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UDP Packet
5B 6B 28 20B~60B 8B 4B
EType | IP Header upe
DAmac | SAmac | 6,0800 |(Protocol 0=17)| Header UDP Data CRC
i) 168 316
SPuce DPuyce
UDP Length UDP Checksum
TCP Packet
=1+ =] =] 2B 20B~608 208-~60B 4B
EType IP Header TCP
CAuac | SAmac | 0.0800 | (protocet D=6 | Header | 1o Data | CRC
os  4b 108 168 16
SPrce DPrcp
Sequence Number
Acknowledgment Number
THL | Reserved '; : F . 3. : Window Size

TCP Checksum

Urgent Pointer

TCP aption (if any)

TCP Header (variable size, up to 608, default 208)

8B

208

11
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i TCP Segment Header Format
Bit# | O 7 | 8 15 | 16 23 | 24 31
0 Source Port Destination Port
32 Sequence Number
64 Acknowledgment Number
96 |Data Offset| Res Flags Window Size
128 Header and Data Checksum Urgent Pointer
160... Options
\
UDP Datagram Header Format
Bit# | 0 7 | 8 15 | 16 23 | 24 31
0 Source Port Destination Port
32 Length Header and Data Checksum

electronics.cat
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UDP Header

offsetfo) | oy o Ity ke e I3
Destination Port 8+

0 Source Port

Bil{]123456?89{;123455?893123456?8901

| nibbie —}— Byte —#}— word >

Checksum RFC 768

Please refer to RFC 768 for the complete User

Checksum of entire UDP segment and pseudo
Datagram Protocol (UDP) Specification.

header (parts of IP header)

Copyright 2008 - Matt Baxter - mjb@fatpipe.org - www.fatpipe.org/~mjb/Drawings/
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TCP / UDP

Message

l Packed into UDP

UDP Data
l Packed into IP packet
IP IP Data
l Packed into ethernet frame
Frame Frame Data Footer

14
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TCP, UDP and SCTP Comparison

Attribute 1TCH UDF SCITP
Reliability Reliable Unreliable Reliable
Connection Connection- Connectionless Connection-
Management | = orientated | _ orientated
Transmission E-'j"tE GFIEHtEtEd ME‘SSEQE‘-DHEﬁtatEﬂ Message—mnentated
Flow Control Yes Mo Yes
Co I'IQES“CIH Yes Mo Yes
Euntml .................................
Fault Tularanca Mo Mo Yes
Data Delivery Strictly Ordered Unordered Partially Ordered
Security Yes Yes Improved

TEBHNDLDGY
TRAINING |

LEARMIMG.

-E

E FHDH E.‘-(PEF.IEH'EE

Cagryright Tassnoiogy Tramnirg Lisded

15
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rame Check | _ .| MAC
Sequence Preamble

4 >

Inter-Frame Gap
(960 nanoseconds or 12 Oclels)

Fast Ethernet (IEEE 802.3u) Frame Structure with UDP Datagram

Fast Ethernet (IEEE 802.3u) - UDP
Maximum Ethernet frames and data throughput rate calculations.

Destination MAC |Source MAC| 802.1Q Tag |MAC Type Payload - Network PDU| Frame Check | , o , | MAC
Add ress (Optional) | or Length | (Protocol Data Unit) | Sequence Preamble
- . - -
60 - 1514 (VLAN: B4 -1518) Octets

Inter-Frame Gap
(960 nanoseconds or 12 Octels)

Fast Ethernet Frame Component Size

Fast Ethernet Maximum Frame and Data

With UDP Datagram Throughput Rate Calculation with UDP Datagram
~ Frame Component Component Size Rate Term Value

MAC Preamble | 7 Octets of: 10101010 Fast Ethernet Bit Rate 100 Mbit/sec -or- 100Mb/sec
_ 1 Octet of: 10101011 Fast Ethernet Bit Time 10 nanoseconds (00000001 seconds)

Destination MAC Address 6 Octets 1 Octet (Byte) 8 Bits

= T I'6 Octets (100Mbisec)((8 Bits) =

802.1Q VLAN TAG ID (Optional) | 4 Octets (Optional) Max Frame Rate (84 Octet Frames) (100Mb/sec)/((8 Bils)(84 Octets/Frame)) =
'MAC Type or Length ] 2 Octets Min Packet (60 Bytes + 4 Bytes GRC) 148,810 Frames/sec (FPS)

MTU
{Maximum Transmission Unit) g
=

-8

|

Segment

Payload
Network PDU
Protocol Data Unit:

(148,810 Frames/sac)*(18 Bytes/Frama) =
2,678,571 Bytes/sec

Max UDP Data Rate (84 Octet Frames)

IP Header 20 Octets Min UDP Packet (60 Byles + 4 Bytes CRC)

UDP Header 8 Octets

Data/Padding |18 - 1472 Octets

: 46 - 1500 Octets
Tetal; {Max: 1504 — VLAN)

1514 Bytes + 4 Bytes CRC

1514 Byles + 4 Bytes CRC

Frame Check Sequence (CRC)

4 Octets 60 Bytes + 4 Bytes CRC

Inter-Frame Gap eee

12 Octets (960 nanoseconds) 60 Bytes

Total Physical Frame Size:

84 — 1538 Octets (Max: 1544 -VLAN)

1514 Bytes + 4 Bytes CRC
1514 Bytes

*** Note 1: Units — M: 1,000,000 Mi: 1,048,576

NST - 2011
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Exemple amb UDP emprant Qt / C++
| ©O cannonsarrelolg

1
A o

127.0.0.1 B0
127.0.0.1 78
127.0.01 77
127.0.0.1 76
127.0.0.1 74 |
127.0.0.173

127.0.0.1 72 P: |127.0 .0 .1
127.0.0.1 71 i
127.0.0.1 70 . Port:
127.0.0.1 68 || B
127.0.0.1 67

33333

Port: 33333

http://binefa.cat/php/dam/m09uf3/20160120/cannonBarrel05.zip
http://binefa.cat/php/dam/m09uf3/20160120/IcdRangeUdp02.zip
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Exemple amb UDP emprant Qt / C++
(6o worty —— Qoowee

Text: Des de la banda esquerra Tramet Text: Des de la banda dreta Tramet
IPservidor: [127.0 .0 .1 IPservidor: [127.0 .0 .1
Port Tx: | 45455 | | <-> | PortRx: | 45454 Port Tx: | 45454 | | <-> | PortRx: | 45455
Des de la banda dreta Des de la banda esquerra

L L
http://binefa.cat/php/dam/m09uf3/20160120/UDPbasic02.tar.gz

electronics.cat
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TCP / UDP

Exemple amb UDP emprant Python

jordi@eCat:~/Documents/elClotl1516/damMA9UF3 /20160120 /pyUdps python udpServer.py

server listening on port 6000
192.168.1.13 , socket 50827 , said hola
192.168.1.13 , socket 60876 , said hola

jordi@ecCat: ~fDocumentsfelClot1516/damMOSUF3/20160120/pyUdp
jordigeCat:~/Documents/elClot1516/damMO9UF3 /20160128 /pyUdpS python udpClient®2.py
Resposta del servidor : hola

jordi@eCat:~/Documents/elClot1516/damMO9UF3 /20160120 /pyUdpS python udpClientez.py
Resposta del servidor : hola

jordi@eCat:~/Documents/elClot1516/damMO9UF3 /20160120 /pyUdps I

http://binefa.cat/php/dam/m09uf3/20160120/pyUdp.tar.gz

20
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Exemple amb UDP emprant Qt / Python

jordi@eCat:~/Documents/elClot1516/damMA9UF3 /20160120 /pyUdpS python udpServer.py
server listening on port 6000
192.168.1.13 , socket 50827 , said hola
192.168.1.13 , socket 60876 , said hola
192.168.1.13 , socket 59835 , said Des d'udp@9
192.168.1.13 , socket 52101 , said Més des d'udp@?

jordi@eCat:~/Documents/elClot1516/damM@9UF3 /20160120 /serialAndUdps . fudpf9.py

192.168.1.13 : 6005

IPs| 192.168.1 .13 Port:

Text: |Més des d'udp09

Received text

http://binefa.cat/php/dam/m09uf3/20160120/pyUdp.tar.gz
http://binefa.cat/php/dam/m09uf3/20160120/serialAndUdp.zip

21
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Exemple amb UDP emprant Qt/Python i Qt/C++

Text: Des de l'esquerra Tramet ]

IPservidor: [192.168.1 .13

Port Tx: | 6005 || <-> | PortRx: | 6000

Des de la dreta

192.168.1.13 : 6005

IP:] 192.168.1 .13 Port : 6000

Text: |Desde ladreta | Send

Des de l'esquerra

http://binefa.cat/php/dam/m09uf3/20160120/serialAndUdp.zip
http://binefa.cat/php/dam/m09uf3/20160120/UDPbasic02.tar.gz

electronics.cat


http://binefa.cat/php/dam/m09uf3/20160120/serialAndUdp.zip
http://binefa.cat/php/dam/m09uf3/20160120/UDPbasic02.tar.gz

Exemple amb UDP emprant ESP8266

.168.1.50

.168.1.50

192.168.1.50

192.168.1.50

http://binefa.cat/php/dam/m09uf3/20160120/pyUdp.tar.gz
http://binefa.cat/php/dam/m09uf3/20160120/UDPClientMAC02/UDPClientMACO02.ino

TCP / UDP

socket 4097

socket 4097

socket 4097

socket 4097

said

said

said

said

said
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