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Es de franc? - No

JUNE 2016

|0T REPORT SERIES: OPEN SOURCE IN THE INTERNET OF THINGS

Developers, Tools and Strategies for Open Source, Open Hardware and Open Data

The Open Source in loT report provides developer program
managers with objective data-backed insights on the use of

0 PEN SU U RCE open source technology by loT developers and helps them to
X : manage the use of open source in their projects.

VISIONMOBILE loT REPORT SERIES

Developers, tools, and strategies
for open source, open hardware,
and open data.

vmob.me/loTOpenSource

$2,900

(€2748 / £2.384)
—

L wrisicr
rmobile= DOWMNLOAD EROCHURE BUY NOW

https://www.visionmobile.com/reports/iot-report-series-open-source-in-the-internet-of-things
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https://www.visionmobile.com/reports/iot-report-series-open-source-in-the-internet-of-things
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Dependencia del programari lliure

- 1dC depen del codi obert
- Sense GNU/Linux molts sistemes IdC no existirien

- Sl el sistema IdC fa servir alguna capa de programari
propietari,o0 ho es alguna API i/o el maquinari es

tancat no es pot garantir el manteniment a llarg
termini

electronics.cat

http://www.techrepublic.com/article/why-the-internet-of-things-needs-open-source/


http://www.techrepublic.com/article/why-the-internet-of-things-needs-open-source/
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Consells de seguretat

1) No feu servir contrasenyes per defecte.
L'usuari final ha d'introduir un nova contrasenya
segura el primer cop que activa el dispositiu.

2) Encripteu les dades
(SSH en sistemes gque ho
permetin | AES en
sistemes més basics).
Per tant, no feu servir
Telnet.

electronics.cat

https://twitter.com/JordiBinefa/status/807361174912335873


https://twitter.com/JordiBinefa/status/807361174912335873
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AES

/dev/ttyUSBO @9600 x [dev/ttyUSB1 @9600 x [

String |SX1276 at Arduino f String |5X1276 at ESP8266

Hexadecimal 5358313237362061742041726475696EGF CRC 6791 Hexadecimal 3358313237362061742045535038323636 CRC 0861 L

I~ Read bytes as characters v Read bytes as characters

® Tx (=) Without CRC O Tx (*) Without CRC

O Rx Send ) Add CRC ™ Encrypt AES at uC (Tx) | ® Rx Send ) Add CRC ™ Encrypt AES at uC (Tx)

- _ I R = 3

) Freg (L) CRC atuC ¥ Decrypt AES at uC (Rx) ) Freq () CRC at uC ™ Decrypt AES at uC (Rx) A [ Lo R a
202020205278206D6F64650D0A ( Rx mode ) &l | EO 0 ’ =
EO 202020205278206D6F64650D0A ( Rx mode ) HODEE R .

a-02

VENDQR AI-THINKER

202020205278206D6F64650D0A (: 32) (Rx mode )
363208115358313237362061742045535038323636 (6: 17) (SX1276 at ESP2266)

517420455
17420455

| 4™ ISM 433M
202020205278206D6F64650D0A (@ 32) (R made ) i b
3132081153 (1: 17) (S) | : PA +20dBm

/ = : 333208115358313237 (3: 17) (5X127)
ca | |362061742041726475696E6F (6: 116) ( Arduino)

202020205278206D6F64650D0A (: 32) (Rx mode ) 353208115358313237362061742041726475696E6F (5: 17) (SX1276 at Arduino)
373208115358313237362061742045535038323636 (7: 17) (5X1276 at ESP8266) (
3832081153583132373620061742045535038323636 (8: 17) (SX1276 at ESP8266)

20202020527820606F64650D0A (: 32) (Rx mode )
383208115358313237362061742041726475696E6F (8: 17) (SX1276 at Arduino)

lecat@debianst=/Documents/Tora/python/Toraoo$ /LoraG’b Ry 3n8:~/Documents/lora/python/lorad9% ./lora®@9.py /dev/ttyUSBl

T T L P P T S T

http://binefa.cat/blog/?p=327

5 | 58313237362061742041726475696E6F (X: 55) (6 at Arduino) ") 6: » FSKIGFSKIOOK

electronics.cat


http://binefa.cat/blog/?p=327
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SSH

. V':"‘q :

DON'T GIVE AMAY YOUR PASSWORD TO

e G S o ot D@ij _ﬂ],“ ﬂﬂﬂ@ﬂﬂ ljﬁ‘*ﬁ FTEp

telnet or rih. For more inforsation:

http://vwew.cs.umd. edu/fag/ssh. himl

electronics.cat


https://www.kus.es/wp-content/uploads/2011/09/ssh.jpg
http://codesorcery.net/wp-content/uploads/ssh.png
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Tunel SSH invers

Port 2222 \

SSSSSSSS
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http://wallmander.net/wp-content/uploads/2012/07/ssh_smashng_firewall.png
https://www.ssh.com/s/ssh-tunneling-600x183.png
http://jerrygamblin.com/2016/04/23/persistent-reverse-ssh-tunnels-on-a-raspberrypi/
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Plaques amb SO molt populars

CUIP  The Workds Fiet
59 Computer!

NG

range I:i

Orange Pi PC QumkCorg
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https://www.raspberrypi.org/
https://beagleboard.org/black
https://www.nextthing.co/
http://www.orangepi.org/
http://www.banana-pi.org/
http://www.hardkernel.com/
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Arduino, ESP8266 i ESP32

http://binefa.cat/blog/?s=esp8266

electronics.cat


http://binefa.cat/blog/?s=esp8266
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FPGA lliures

FPGASs libres

{ Juan Gonzalez Gémez (Obijuan)
S )

Juan Gonzalez X m
Chbijuan_cube

"Mas vale proyecto publicado con licencia
libre, que ciento en el cajon” #proverbioFriki

https://github.com/Obijuan/myslides/wiki
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https://github.com/Obijuan/myslides/wiki
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pycom

™ open source
initiative

LoRa.

Gf Blue'tooth

com

GO INVENT

https://www.pycom.io/
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https://www.pycom.io/
https://www.pycom.io/
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Protocols d'ldC - MQTT

Fitxer

client
lient
24.94
lient
25.00
client
24 .94
slient
25,00
lient
lient
slient
#5.00
lient
£5.06
MG

lient
Zlient
Zlient
client

lient
24 .81
client
4,75
“lient
24,69

Edita Wi

mﬂEqE“"Eﬂtering deep sleep mode for 3 seconds. ..

mosgsubrl 66| 616)< & 16 b|é6-66ribé bédnnélnnidd bo pl@Lr1ripnd
Connecting to IoT-eCat

MOSQSUb: 1 eovreeeiis
WiF1 connected
IP address:

mosqsull oo 168.1.12
Attempting MOTT connection...connected

mosqsubRequesting DS18B20 temperature, ..

{Sending temperature: 24.69

Closing MOTT connection...

mDSqSUtchsing WiFi connection. ..

mﬂquUtEnterlng deep sleep mode for 3 seconds. ..

mosqsubrl 166 616]< & 16 b|66-6.6rébé bEEnnELnnbed bopbllrlrlpbni
Connecting to IoT-eCat

mosgsub. . .-

' Desplagament automatic

zcat@debianB:~% mosquitto sub -d -t sensors/test/temperature

mosgsub/15509 -debian8 sending CONNECT
mosqsub/15509 -debianB received CONMACK
mosgsub/15509-debianB sending SUBSCRIBE (Mid: 1, Topic:
mosqsub/15509-debianB8 received SUBACK

subscribed (mid: 1): @

mosqsub/15509 -debian8 received PUBLISH (d@, g®, r@, m@,
mosqsub/ 15509 -debian8 received PUBLISH (d&, g, r@, mB,

mosqsub/15509 -debianB received PUBLISH (d@, g, rd@, m@,

https://dl.dropboxusercontent.com/u/65254823/esp8266/esp8266 03.pdf

http://www.jerome-bernard.com/blog/2015/10/04/wifi-temperature-sensor-with-nodemcu-esp8266

12
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https://dl.dropboxusercontent.com/u/65254823/esp8266/esp8266_03.pdf
http://www.jerome-bernard.com/blog/2015/10/04/wifi-temperature-sensor-with-nodemcu-esp8266/
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qtTerm

Port Name Physical Name
[tyamao | [rdewityamao <] W Enable
Connected at /dev/ttyAMAD
Baud Rate Parity Bits Stop Bits  Flow Control
|115200 =l |wone =l fe  F||1 =] |none |

Text to Send: | Hello from Raspberry Pi Send |

Raspberry Pi
Raspberry Pi
Raspberry Pi
Raspberry Pi
Raspberry Pi

Hello from Raspberry Pi Hello from Raspberry Pi Hello from Raspberry Pi Hello
from Raspberry Pi Hello from Raspberry Pi Hello from Raspberry Pi Hello from

Hello from Raspberry Pi Hello from Raspberry Pi Hello from
Hello from Raspberry Pi Hello from Raspberry Pi Hello from
Hello from Raspberry Pi Hello from Raspberry Pi Hello from
Hello from Raspberry Pi Hello from Raspberry Pi Hello from
¥y UU UU UU Yy UU 00 00 uu oo oo pp i pp kk kk pp kpkp mm pp

http://Icode.google.com/piqtterm/
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http://code.google.com/p/qtterm/
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Sistemes operatius

Els sistemes basats en GNU/Linux
*® permeten fer metadistribucions

c 0 @M

debianubuntu T [ [llPuppy Linux

14

(~~ MM Els sistemes propietaris no
__) I permeten fer metadistribucions

electronics.cat
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El perque d'emprar el maquinari lliure

- Preus baixos ( www.banggood.com )
- Promocio STEM (science, technology, Engineering and maths )
- Disseny accessible

- KiCad, geDA

kicad

GPL

N gEDA""
,/

EDA

- Circuits impresos ( www.pcbway.com )
- Munio de projectes de codi obert

33

0.

electronics.cat

oRen source open source
ardware


http://www.banggood.com/
http://www.pcbway.com/
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Alguns llenguatges de programacio

16
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Exemple: Trepant / fresadora - qtCnc

- Programari allotjat a sourceforge.net :

( http://sourceforge.net/projects/qtcnc/files/ )

Home A
) ) Downloads
Name # Modified + Size *
I Desktop Software 2011-12-21
I FirmwareAtmega 2011-12-21

Totals: 2 Items
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Conjunt d'una Raspberry Pi amb plaques de http://www.electronics.cat/

18

electronics.cat


http://www.electronics.cat/
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Conjunt d'una Raspberry Pi amb plaques de http://www.electronics.cat/
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http://www.electronics.cat/
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Maquinari lliure dissenyat amb KiCad

OE DB S= i E @ Q BT [ 5% &
i I3
X, =
r'n_n: D’
% &
cﬂ T
L .
¥
¥
=y
A
AL
.¢,.
Ao

Don (£ 32 X-2,450 Y -0,800 dx-2,450 dy-0,800 Inches

| {|ICad

J/homefjordi/Documents/felectronics.cat/projectesfset01fsekl

Zod

[ B A 4 & E @ 80 4 El & M Back <PgDn>

Track 1,016 mm *| + [[|Via 1,143 mm * - || % | Grid 0,010 -

M | g | Visibles

= Layer | Render

£ T m | Front =

& g g ;:E J | m |Back &

oo 5 -

= Iy =-'| P m | Adhes_Front [S

3 d -
= ﬁ m |Adhes_Back [

@ o e | -

== 2 g m |SoldP_Front [

G i O] ScldP_Back [&F

\é = m |SilkS_Front [

E T m |Silks_Back [

& m |Mask_Front [&F

B Pads Vias trackSegm Nodes Nets m | Mask_Back [

@ B5 1 271 78 31 - -

Drawings =)
= Z 80 X 82,910 Y 28,470 dx 82,210 dy 28,470 n .

3D Viewer

Y FEEEEEERET Y

dx 0,25 dy 0,17 View: 3,0
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http://www.kicad-pcb.org/
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La placa S4A Programming Learning Board

Placa desenvolupada amb l'entorn de
disseny integrat de programari lliure I:ECad

electronics.cat
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Make It !

http://www.makeit.cat

22
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http://www.makeit.cat/
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Joystick + Servos (S4A)

Tutorial Make it!: Utilirzant
Un joystick per moure 2
SENOS

Com moure 2 servos utilitzant un joystick, el Make it! i el programa Scratch for

Arduino.

http://makeit.cat/cat/

electronics.c:


http://makeit.cat/cat/
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The Things Network - Xarxa IdC

https://www.thethingsnetwork.org/community/barcelona/post/the-things-network-barcelona-becomes-official

.:h
‘ COMMUNITIES LAES LEARM FORUM SHOP S5IGN UP LOGIM
s Thaog

The Things Network Barcelona becomes
official!

The Things Network has a strong (and awesome) community whichis

very active. We are thrilled to see so many people using our _

platforms, discussing use cases & helping each other out in the world g THE THINGS -
of loT. Take a look for yourself!

s OFFICIAL COMMUNITY

P
e

https://www.thethingsnetwork.org/community/barcelona/post/the-things-network-barcelona-becomes-official

24
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https://www.thethingsnetwork.org/community/barcelona/post/the-things-network-barcelona-becomes-official

Torn de preguntes ...

.
{
¢
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Arduino 1 Raspberry Pi

Presentacio descarregable a : http://binefa.cat/blog
Correu electronic de contacte : jordibinefa@electronics.cat

https://twitter.com/JordiBinefa
. https://twitter.com/electronicscat

LlnkEdm http:/les.linkedin.com/publjordi-binefa/13/717/90b

Plaques disponibles a :

http:/lwww.electronics.cat
http:/lwww.makeit.cat

Moltes gracies per la vostra atencio


mailto:jordibinefa@electronics.cat
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